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Memo 
 

National Cyber Security Centre 
 

 

Date: 27 May 2021 

To:  Minister of Health and Minister Responsible for the GCSB, Hon Andrew Little 

Minister of Police, Hon Poto Williams 

Subject: Situation Report  

For your: Information    

Status 

Date/time  27 May 2021, 1100 

Cut-off  27 May 2021, 1030 

Next SITREP  28 May 2021, 1100 
New information from the previous SITREP is noted in red. 

Clarifications of previously provided information are noted in blue. 

Summary 
• Waikato DHB (WDHB) Information Technology network ransomware outage continues, with 

information systems (except voice and email) having been down since 0240 on 18 May 2021.  
 

• On 24 May 2021, a number of New Zealand media outlets were contacted by an actor who 
purported to be responsible for the ransomware and claiming to have exfiltrated data from 
WDHB. The actor’s claims of responsibility and exfiltration are credible. 

• Data exfiltration has been confirmed,  
 

 
• Investigations have identified a ransom demand  
 
• There are still major impacts on clinical services which include:  

. Workaround processes have been put in place, and the DHB 
has advised that these are now embedded and working well throughout hospital sites. 

• Priority focus for the DHB is on managing delivery of services in line with clinical acuity, with 
support from other DHBs regionally and nationally. 

• The DHB still continues to provide reduced services, however, without access to systems, the 
support processes are manual, and activities are taking longer with continued disruption to 
business as usual ‘flow’. 
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• There is no estimated timeframe for full return of WDHB IT services. WDHB has access to some 
limited IT services, including an increasing number of laptops able to access regional services. 
Landline phone functionality has been restored.   All voice networks are live, apart from MAN 
sites (off sites to main campus), where phones need to be physically reconnected.  
Approximately 2400 phones are active.  The COVID call centre and Customer Contact Centre are 
running. 

Service delivery status 
• Full manual processes have been implemented across the WDHB.  Despite the manual 

workarounds, the DHB reports that it is currently managing patient demand well. 

• The DHB’s Chief Medical Officer continues to meet with senior medical leaders overseeing 
clinical service decisions and risks where needed.   

 
  

 
 

  

• The DHB’s Chief Medical Officer is overseeing clinical service decisions where needed. 

• In-patient hospital services are continuing to be provided.   

• Emergency Departments are operating, however the DHB is encouraging the public to only 
attend if urgent. Demand increases in the afternoon/evening increasing the patient 
management challenges for the team.  Focus remains on messaging to the public. 

• Operating theatres/Interventional suite – acute care is progressing. Planned Care lists are being 
reviewed and deferred where appropriate.  

 
 

• Outpatient services are progressing but reduced where there is information system dependency. 
We are reviewing processes related to BPAC to ensure we are identifying new referrals. 

• Cancer Services: 

o Chemotherapy treatments are continuing  
 

o  
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o National cancer agency is now co-ordinating with other cancer centres the management 
of patients yet to start treatment and new referrals. 

• Radiology services – critical services continuing, with manual review of results. Contingency 
plans continue.  Outsourcing to private as required and where capacity exists.  Key pressure 
areas are USS and CT.  USS acute and urgent work is being outsourced to meet demand.  CT 
priority is on urgent inpatients and outpatients.  Outsourcing to private providers but limited 
capacity.  Communication sent to all medical clinicians to restrict requests to urgent and acute. 

• Laboratory services – urgent testing continues, supported by manual processes. 

• Intensive Care Unit – there are plans in place to divert ICU to ICU transfers if needed. The plan is 
being reviewed daily. 

• Cardiac surgery – services have recommenced.  We have reviewed and are monitoring the 
number of in hospital acute patients and elective patients on the waiting list outside of the 
clinical timeframe.  Currently there are  inpatient acutes,  have been accepted by Auckland 
DHB and approximately  will be completed in private. 

• National pathways acute STEMIs and stroke have been reviewed with some being diverted to 
other DHBs as required.  

• Trauma management continues as per the national policies and regional trauma matrix and 
reviewed daily by Director of Trauma. 

• Management of other incidents: 

1. COVID-19 Vaccination rollout – continuing as planned with workaround systems for 
patient booking, reporting and support processes in place.  (ELT IMT in place). 

2. We are reviewing our COVID-19 resurgent contingency plan.  Incident controller 
identified (Director of Public Health). 

3. NZNO industrial action incident management team in place led by the Chief Nurse & 
Midwifery Officer. 

4. Apex trades persons rolling industrial action commences 31 May for a two-month 
period.  Oversight through Executive Director Corporate and Finance.  Minimal impact. 

Incident and investigation status 
• On 27 May 2021 the interim report from NCSC was released to WDHB and MoH with updated 

information and timeline to date. 

• Data exfiltration has been confirmed,  
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• WDHB initially identified a file stating that their systems have been encrypted by ransomware. 
 

 
. An 

actor that appears to be responsible for the ransomware also contacted a number of New 
Zealand media outlets on 24 May 2021. 

•  

  

  
 

 

•   

o According to open source intelligence,  
and is used in Ransomware-as-a-Service operations. This means malicious actors 

can use this form of ransomware for payment of a subscription fee or a share of 
ransomware profits. It also means the ransomware may be used by a variety of 
malicious actors.  

o This ransomware is different to that which reportedly affected Irish Health Services 
earlier in May. 

• Data exfiltration is likely to have occurred but has not been confirmed through forensic technical 
analysis. 

o The actor that contacted media organisations on 24 May 2021 provided a copy of files 
that appear to have been taken from WDHB systems. Given this, the NCSC assesses the 
claim to have exfiltrated data from WDHB to be credible. 

o  
 

  

• The NCSC has deployed incident response personnel to WDHB and is continuing to conduct 
analysis from Wellington.  

o NCSC personnel are likely to remain at WDHB until .  

o The NCSC is prioritising efforts to identify the initial infection vector, but is also 
supporting measures to prevent reinfection in the event the vector cannot be 
confirmed. 
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o The NCSC is also undertaking investigations to determine whether data exfiltration has 
occurred. 

o The NCSC is analysing logs from WDHB infrastructure and copies of data received from a 
third party provider to WDHB. 

• Police are on site at WDHB and have started their investigation. A Police representative has been 
working alongside NCSC in Wellington since 20 May 2021. 

• Ongoing investigation of the incident is being conducted by WDHB, the NCSC, Police and 
commercial vendors. The NCSC issued WDHB an Interim Incident Analysis Report on 26 May 
2021, setting out the NCSC’s interim findings and considerations for WDHB as it continues to 
respond. 

Actions 

Service delivery 
• Contingency planning – progressing in detail for direct impacts for a further two weeks at this 

stage. A longer service recovery period will be necessary, and recovery planning is underway 
(detail of priorities for recovery to follow).   

• Wider Sector – the Ministry continues to support and advise PHOs, DHBs, and Emergency 
Services. 

•  
 

 
 

 
 

• Recovery planning – early work is underway to determine how best to support the backlog of 
patients whose care has been deferred. The DHB is seeking to progress less complex operations 
that can continue while this progresses. 

• An issue occurred on Friday 21 May with the manual reporting of WDHB’s COVID-19 test results 
for international air crew.  WDHB has engaged with AirNZ on this, and testing arrangements for 
international air crew is being supported by another provider until systems are back in place. 

Recovery of WDHB systems 
• There is no estimate for full return of IT services. WDHB is working to confirm a plan for a return 

of full IT services. 

Re-establishing IT services 

•  
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o  
 

 

o WDHB is working with commercial vendors to enhance security measures on WDHB 
systems. 

o The prioritisation of services to be brought online has been confirmed with the WDHB 
Emergency Operations Centre. 

o There is a risk that restored systems could be re-infected when brought back online. This 
risk can be mitigated by implementing additional security measures on WDHB systems. 

o The Ministry of Health has advised, and WDHB have engaged, independent assurance 
from a member of the DIA Security and Related Services panel to provide written advice 
before WDHB starts to bring restored systems back on-line and re-connects to the wider 
health sector.  The independent assurance provider will provide a written assurance 
report that also includes a covering note stating WDHB CEO has read and understood 
the report and any associated residual risks. 

o The NCSC will issue an interim report to WDHB on 25 May 2021 to inform WDHB’s 
assessment of the risk of reinfection and decisions on bringing systems back online. The 
NCSC will also attend WDHB’s Risk and Audit Committee Meeting on Wednesday 26 May 
2021. 

• Infected WDHB systems remain disconnected from wider health sector networks. 

o Information from the NCSC will inform risk assessments and decisions on reconnecting 
WDHB systems to wider health sector networks. 

o  
 

o The Ministry of Health is working with WDHB to confirm the assurance processes 
needed prior to reconnecting WDHB systems. 

• WDHB has a number of alternative services in place while infected systems are being recovered. 

o  
 

 

o Emails have remained available throughout the incident. All voice networks are live, 
apart from MAN sites (off sites to main campus), where phones need to be physically 
reconnected.  Approximately 2400 phones are active. The COVID call centre and 
Customer Contact Centre (central call centre) are running. 
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Attribution of malicious activity 

Guidance to wider sector 

• A joint NCSC-CERT NZ advisory on ransomware and a number of possible indicators of 
compromise were provided to other DHBs on 19 May 2021 via the Ministry of Health. The 
advisory was shared with other nationally significant organisations on 20 May 2021. 

• On 24 May 2021, the Ministry of Health and the NCSC provided a verbal briefing to all other 
DHBs about actions to mitigate risk to their systems. 

• On 24 May 2021, the NCSC disseminated further indicators of compromise associated with the 
incident to other DHBs. Indicators are shared with other organisations to support them to detect 
any similar malicious activity against their systems. 

Other NCSC operations 

• The NCSC will continue to deploy indicators of compromise to its detection and disruption 
capabilities to support the detection of similar malicious activity against other organisations. The 
NCSC is investigating options for increasing its visibility of any future malicious activity against 
WDHB. 

•  
 

Risks to health sector systems 

• The NCSC, Ministry of Health and other agencies have issued a series of advisories and indicators 
of compromise to other DHBs and nationally significant organisations during the period of the 
incident. Indicators are shared with other organisations to support them to detect any similar 
malicious activity against their systems. 

• On 24 May 2021, the Ministry of Health and the NCSC provided a verbal briefing to all other 
DHBs about actions to mitigate risk to their systems. 

• The NCSC will work with the Ministry of Health to confirm that cyber security guidance provided 
to other DHBs and health sector agencies is fit for purpose. 

• The NCSC will continue to deploy indicators of compromise to its detection and disruption 
capabilities to support the detection of similar malicious activity against other organisations. 

• The Director-General of GCSB and Chief Executive of DIA are planning to write to other public 
sector chief executives to draw their attention to the incident and security measures that should 
be considered. 

S6(a)
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Privacy risks 
• The DHB issued a press release on 24 May 2021 and has set up a 0800 number for the public 

regarding the risk of private information being leaked, including the possibility that this may be 
used by the actor to request money from those to whom the information relates and what 
people should do if approached.  

• WDHB is working closely with the Privacy Commissioner. 

• Police are collaborating with WDHB to implement processes for victims to report any events 
related to misuse of compromised personal information. Associated communications will be 
issued to the public. 

Communications 
• The 0800 number set up for the Waikato was transferred from Waikato DHB to the National 

Telehealth Service at 8:30am on 27 May 2021 and will now be in place 24/7. Scripting has been 
provided to all frontline staff 

• On 26 May there were  calls made to the DHB’s 0800 number, of which  related to  
 

• In order to support the response security resources within the National Telehealth service have 
been increased 

• The phones for the Waikato Crisis mental health teams have and continue to be answered by 
our team of virtual mental health nurses for triage and referral back to the on-ground team   

• Call volumes will be monitored 

• At the time of writing no calls have been received from the public into 1737 relating to this 
matter 

• DPMC is convening a meeting of communications leads from relevant agencies to provide 
reassurance that there is effective cross-agency co-ordination on communications and 
messaging. 

• WDHB CEO continues to provide media updates to the public, staff and providers.  To better 
manage the growing number of ad hoc media requests, the DHB CEO is now hosting a media 
stand up at 1330 each day (commenced 22 May 2021), with talking points prepared in advance, 
by 11am daily. 

• The Ministry, NCSC and WDHB communications teams are working closely to ensure messaging 
is aligned. 

Co-ordination 
• Once daily meeting of agencies (0830hrs) followed by a daily SITREP (1100hrs).  The Ministry will 

continue to coordinate a combined NCSC and Ministry SITREP and distribution. 
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Distribution  
Hon Andrew Little, Minister of Health and Minister Responsible for the GCSB 
Director-General, GCSB 
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Memo 
 

National Cyber Security Centre 
 

 

Date: 28 May 2021 

To:  Minister of Health and Minister Responsible for the GCSB, Hon Andrew Little 

Subject: Situation Report  

For your: Information    

 

 Status 
 

Date/time  28 May 2021, 1115 

Cut-off  28 May 2021, 1030 

Next SITREP  29 May 2021, 1100 
New information from the previous SITREP is noted in red. 

Clarifications of previously provided information are noted in blue. 

Summary  
• Waikato DHB (WDHB) Information Technology network ransomware outage continues, with 

information systems (except voice and email) having been down since 0240hrs on 18 May 
2021.  

• Thames Hospital telephone lines were down on 27 May 2021. The issue has been resolved 
and the line are up and running with a workaround from late afternoon 27 May 2021. 

• Priority focus for the DHB is on managing delivery of services in line with clinical acuity, with 
support from other DHBs regionally and nationally. 

• There is no estimated timeframe for full return of WDHB IT services.  

Service delivery 
• Full manual processes are in place and continue.  Staff continue to manage well given the 

challenging environment.   

• The DHB’s Chief Medical Officer continues to meet with senior medical leaders overseeing 
clinical service decisions and risks where needed.   
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. Contingency plans and risks are continually 
reviewed.   

• In-patient hospital services are continuing to be provided.   

• Emergency Departments are operating, presentations are increasing which is putting 
pressure on the department. The DHB continues to encourage the public to only attend if 
urgent.    

• Operating theatres/Interventional suite – acute care is progressing. Planned Care lists are 
being reviewed and deferred where appropriate.  

   

• Outpatient services are progressing, but reduced where there is information system 
dependency. There is a process to identify and progress new referrals. The DHB continues to 
refine and improve processes including the identification of urgent referrals. 

• Cancer Services: 

o Chemotherapy treatments are continuing  
 

o  
 
 

 
    

o National cancer agency is now co-ordinating with other cancer centres the 
management of patients yet to start treatment and new referrals. 

• Radiology services – critical services continuing, with manual review of results. Contingency 
plans continue.  Outsourcing to private as required and where capacity exists.  Key pressure 
areas are ultrasound and CT. Ultrasound acute and urgent work is being outsourced to meet 
demand.  CT priority is on urgent inpatients and outpatients.  Outsourcing to private 
providers but limited capacity.  Communication sent to all medical clinicians to restrict 
requests to urgent and acute. 

• Laboratory services – urgent testing continues, supported by manual processes.  Some 
outsourcing occurring to community laboratories. 

• Intensive Care Unit – there are plans in place to divert ICU to ICU transfers if needed. The 
plan is being reviewed daily. 
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• Cardiac surgery – services have recommenced.  We have reviewed and are monitoring the 
number of in hospital acute patients and elective patients on the waiting list outside of the 
clinical timeframe.   

• National pathways acute STEMIs and stroke have been reviewed with some being diverted 
to other DHBs as required.  

• Trauma management continues as per the national policies and regional trauma matrix and 
reviewed daily by Director of Trauma. 

• Management of other incidents: 

1. COVID-19 Vaccination rollout – continuing as planned with workaround systems for 
patient booking, reporting and support processes in place. (ELT IMT in place). 

2. We are reviewing our COVID-19 resurgent contingency plan. Incident controller 
identified (Director of Public Health). The test and trace system operated by WDHB 
has been unaffected by the outage and we would be able to cope as usual if any 
positive cases emerged. 

3. NZNO industrial action incident management team in place led by the Chief Nurse & 
Midwifery Officer. The Chief Executive has written to the Acting Chief Executive 
NZNO to formally request for consideration the withdrawal of industrial action for 
WDHB.  NZNO is discussing this with local organisers and delegates over the next 24 
hours. 

4. Apex tradespersons rolling industrial action commences 31 May 2021 for a two-
month period. Oversight through Executive Director Corporate and Finance.  
Minimal impact. 

Actions 
• Information services – once a secure restoration plan has been established it will be rolled-

out by prioritised services and areas. The next 24-48 hours will involve processes to clean, 
validate cleaning and test restored aspects of the system.   

• Privacy – WDHB is working closely with legal privacy experts and the Privacy Commissioner 
to confirm the approach for both patients and staff whose data has been breached.  
Awaiting confirmation of details in regard to numbers and information accessed from IS.  
This will inform our final approach in terms of notifications.  Helpline is now established 
24/7 with a small number of calls received from the public.    

• Contingency planning – progressing in detail for direct impacts for a further two weeks at 
this stage. A longer service recovery period will be necessary, and recovery planning is 
underway (detail of priorities for recovery to follow).   



RESTRICTED 

4 
 

• Support – WDHB’s Chief Data Officer, the Ministry and NCSC are coordinating efforts in 
response to the incident.  

• Reporting – once daily meeting of agencies (1630hrs) followed by a daily SITREP (1730hrs).  
The Ministry will continue to coordinate a combined NCSC and Ministry SITREP and 
distribution. 

• Wider Sector – the Ministry continues to support and advise PHOs, DHBs, and Emergency 
Services. 

•  
 
 

 
  

• Recovery planning is progressing to support the backlog of patients whose care has been 
deferred, and the entry of all manual patient information and data that has been collected 
through this period.   

Cyber security incident and investigation status 
• The majority of WDHB servers remain encrypted. The impact on some servers limits the 

ability of users to log into end-user devices, and some devices are also encrypted. 
Information stored on those servers and devices is inaccessible. WDHB disconnected their 
systems from wider health sector systems to prevent spread of the infection. 

• Data exfiltration has been confirmed,  
 

 
  

•  
 
 

. An actor that appears to be responsible for the ransomware also contacted a 
number of New Zealand media outlets on 24 May 2021. 

• The initial infection vector has not been identified. 

•  It 
remains possible that the actor had access earlier than this date. 

•  
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•  
 

 

• Ongoing investigation of the incident is being conducted by WDHB, the NCSC, Police and 
commercial vendors. The NCSC issued WDHB an Interim Incident Analysis Report on 26 May 
2021, setting out the NCSC’s interim findings and considerations for WDHB as it continues to 
respond. 

• On 27 May 2021, Police officially requested news organisations to destroy personally 
identifiable information provided to them by the malicious actor. 

• NCSC is planning to return deployed staff to Wellington in the week of , where 
more detailed analysis of collected data will continue. Police currently remain on site. 

IT Service Restoration 
• There is no estimate for full return of IT services. WDHB is working to confirm a plan for a 

return of full IT services. 

• WDHB servers and end-user devices affected by ransomware remain offline. 

o  
 

 

o There is a risk that restored systems could be re-infected when brought back online. 
The Ministry of Health has advised, and WDHB have engaged, independent 
assurance from a member of the DIA Security and Related Services panel to provide 
written advice before WDHB starts to bring restored systems back on-line and re-
connects to the wider health sector.  The independent assurance provider will 
provide a written assurance report that also includes a covering note stating WDHB 
CEO has read and understood the report and any associated residual risks. 

o The decision to bring restored WDHB systems back online will be made jointly by the 
Chief Executive of WDHB and the Ministry of Health. 

o The prioritisation of services to be brought online has been confirmed with the 
WDHB Emergency Operations Centre. 

• Infected WDHB systems remain disconnected from wider health sector networks. 

o  
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o The Ministry of Health is working with WDHB to confirm the assurance processes 
needed prior to reconnecting WDHB systems. 

• WDHB has a number of alternative services in place while infected systems are being 
recovered. 

o  
 

 

o Emails have remained available throughout the incident. All voice networks are live, 
apart from MAN sites (off sites to main campus), where phones need to be 
physically reconnected.  Approximately 2400 phones are active. The COVID call 
centre and Customer Contact Centre (central call centre) are running. 

Privacy 
• WDHB has identified a handful of individuals  where they have been able to 

undertake a risk assessment and review of the information that has been accessed.  These 
individuals will be contacted today, by one of a team of professional advisors with 
appropriate expertise to manage case sensitivity. 

• WDHB is working through the remainder of the data to understand who has been affected 
and what information has been accessed.  This will take time, and the DHB is anticipating 
having a clearer view next week.  They continue to work with key partners (NZ Police, NCSC 
and other agencies) on the data analysis. 

• The DHB will start to notify affected individuals as soon as they are able.  At this stage they 
cannot be definitive about the numbers affected, and this will determine what approach is 
taken to management.  The DHB is working with experts and the Office of the Privacy 
Commissioner. 

• The Ministry and DHB are coordinating a public communications campaign for the weekend 
to reinforce existing communications messages about steps to protect privacy. 

Communication 
National Telehealth Service Update 

• The 0800 number set up for the Waikato was transferred from Waikato DHB to the National 
Telehealth Service at 0830hrs yesterday and is in place 24/7. Scripting has been provided to all 
frontline staff. 

 

9(2)(k)
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• Yesterday, only  calls were received into this line, with  calls relating to  
 

• In order to support the response, security resources within the National Telehealth service have 
been increased. 

• Healthline volumes for the area are marginally higher than we would expect. 

• Critical to managing this event will be receiving an early heads up on any communications or 
developments before they are public so we can ensure staff are ready and able to respond. 

• The phones for the Waikato Crisis mental health teams have and continue to be answered by 
our team of virtual mental health nurses for triage and referral back to the on-ground team.   

Waikato DHB communications 

• WDHB CEO continues to provide media updates to the public, staff and providers.  To better 
manage the growing number of ad hoc media requests, the DHB CEO is now hosting a media 
stand up at 1330 each day (commenced 22 May 2021), with talking points prepared in 
advance, by 1100 daily. 

• The Ministry, NCSC and WDHB communications teams are working closely to ensure 
messaging is aligned. 

• Public communications continue to be managed primarily by WDHB, but also with support 
from the Ministry of Health. Both entities are aware of and are adhering to advice provided 
by the NCSC to limit details on the nature of the cyber security incident in the public domain. 
This is a prudent step at this stage to ensure we are not providing information able to be 
used for further malicious acts. Over time this stance may be modified, as we balance 
providing assurance to limit concerns that New Zealand is facing a similar threat to that 
posed to Ireland’s health service.  The NCSC has constructed advice on when and how to 
progress wider public messages about ransomware.  

• Public communications from WDHB are focusing primarily on delivery of health 
services.  The NCSC has provided supporting media messages to enable the CEO of WDHB 
(and where necessary, the Ministry) to respond to questions about the cybersecurity 
incident in the most appropriate way, in light of the evolving situation. 

• Additional communications support is now in place at WDHB. This is being reassessed to 
make sure the level of support and seniority is sufficient. 

• The Ministry is engaging with the DHB Chief Information Officer network, and regular 
updates are being provided with common messages.  A number of DHBs disabled email 
communication with WDHB as part of their response to the incident and the Ministry is 
engaging with them to re-enable email communications. 
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• WDHB is looking at actions it may need to take in the event a privacy breach is identified. 
This includes engaging with the Privacy Commissioner and working with a specialist privacy 
breach support organisation to support actions required for various scenarios.  

• CERT NZ was interviewed on Radio New Zealand Checkpoint on 19 May 2021 about cyber 
security generally. CERT NZ provided commentary on the increasing frequency of cyber 
security incidents and offered general advice about mitigating cyber security threats. 

• WDHB will be updating information on its website on what health services are going ahead. 

• WDHB is engaging with the Cancer Agency on the current situation, and with the Cancer 
Society and other providers to support good patient communication and care. 

• WDHB Communications have been engaging with media outlets contacted by the likely 
malicious actor on 24 May 2021 to encourage responsible and sensitive reporting. 

Co-ordination  
 
Once daily meeting of agencies (0830hrs) followed by a daily SITREP (1100hrs).  The Ministry will 
continue to coordinate a combined NCSC and Ministry SITREP and distribution.  

Distribution  
Hon Andrew Little, Minister of Health and Minister Responsible for the GCSB  
Director-General, GCSB  
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Privacy 
• WDHB is working through the remainder of the data to understand who has been affected 

and what information has been accessed. This will take time, and the DHB is anticipating 
having a clearer view next week. The full extent of data exfiltrated has not yet been 
identified. WDHB continues to work with key partners (NZ Police, NCSC and other agencies) 
on the data analysis. 
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