Mobile phone security Te Whatu Ora

Health New Zealand

In an instant, at the touch of a screen, your phone gives access to your
personal and work information. Keep it physically safe and protect
information with these tips.

Set up automatic updates for Be smart with your apps

your phone operating system
(0s) and apps

Check customer reviews and ratings
on apps before downloading.

Most updates improve security and YouTube: Watch,
provide new features, so don’t delay. u Listen, Stream
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Lock it up
Version History
Always lock your phone with a

strong PIN, plus finger pattern or
face ID.

Check the application has had

Activate the more than a couple of versions.
‘Find my Phone’ feature. g
A
‘‘‘‘‘‘‘ Delete unused apps regularly. @
Find my Iphone Find my Device
(Apple) (Android)

Delete your login/user
account for apps you  Peletemyaccount
no longer use.
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Avoid scanning QR codes from
places you don’t know
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Back up your mobile data

Backup services like iCloud or Google cloud are
available for mobile phones.

Having a back-up means you won't lose access to your

information, even if your phone is lost or stolen. Scanning a QR code is like clicking on a

mystery link - it could take you to a
malicious website. Verify the URL of any
website a QR code opens.
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