
Please refer 
to page 21 for 
a “Call Tree” 
detailing a full 
list of people 
you may want 
to consider 
notifying a 
privacy breach.

2.3 Response  - Immediate Response Steps
Use this step-by-step guide to respond to a privacy breach 
incident. For more details, refer to OPC’s principles and website tool 
NotifyUs to get more support. This response process can be used as 
a pull out for ease of reference in an active incident.
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Notify all the relevant parties

To ensure you 
comply with 
notification 
requirements - 
review Part 6 of the 
Privacy Act 2020 
some examples of 
things you will need 
to include in your 
notification are:

•	 Details of the incident.
•	 Description of compromised data.
•	 Affected individuals.
•	 Actions taken to safeguard the data.
•	 Support measures for individuals.
•	 Notification to the OPC.
•	 Contact details for further information.
•	 The Individual’s right to complain to the OPC.

Incident 
Detected

Incident 
ClosedContain

If you have cyber incident 
insurance and legal counsel, 
engage your provider(s) 
early.

Notify Police if the breach 
appears to involve theft or 
other criminal activity.

Assess

Contain the privacy breach

Immediately contain a 
privacy breach by:  
•	 Recovering lost 

information.
•	 Disabling affected 

systems.
•	 Containing information.

Activate (IRT) or If you 
don’t have a response 
team, assign competent 
individuals to conduct a 
preliminary investigation.

Assess the impact and severity of the incident

Identify the cause 
of the breach.

Identify the 
extent of the 
breach:

•	 How many 
people affected?

•	 How many 
recipients of the 
information?

•	 Who are the 
recipients? 
E.g; Malicious 
actors?

Identify the 
potential harm 
to INDIVIDUALS 
resulting from the 
breach:
•	 Identity theft.
•	 Financial loss.
•	 Loss of business 

or employment 
opportunities.

•	 Significant 
humiliation or 
loss of dignity.

Identify the 
sensitivity of the 
personal information.

Did the Contain 
actions mitigate the 
risk of harm?

If you have a 
response plan, 
follow your severity 
assessment. 
Otherwise, refer to 
the OPC website 
tool NotifyUs 
to assist your 
assessment.

Notify

You need to notify the Office 
of the Privacy Commissioner 
(OPC) within 72 hours if you 
believe you have had a data 
or privacy breach that could 
cause serious harm.

Prevent  future breaches

Conduct 
detailed Lessons 
Learned with all 
stakeholders 
involved in the 
response to 
identify and 
address gaps: 
•	 Ask - what went 

well? What didn’t 
go well?

•	 Ask - how can 
the organisation 
reduce the 
likelihood of a 
data breach 
occurring?

Stakeholder 
Management:
•	 Maintain open 

and transparent 
communication 
with internal 
and external 
stakeholders 
throughout the 
recovery process.

Business Continuity 
Plan (BCP):
•	 What practices 

need to be 
enhanced? 

•	 Imminent threats to national security.
•	 Physical violence or kidnapping.
•	 Financial hardship.
•	 Risk to someone’s life.

Risk Management 
and Mitigation:
•	 Business 

Operations: 
Gradually 
bring business 
operations 
back to normal 
under enhanced 
scrutiny. This may 
involve temporary 
measures or 
adjustments to 
normal operations 
while certain 
systems are under 
review. 

•	 Staff Training: 
Use the incident 
as a training 
opportunity. 
Encourage staff to 
feedback on their 
experiences. 

•	 Post Breach 
Review: Conduct 
a detailed review 
to understand 
the root causes 
of the breach, 
the effectiveness 
of the response, 
and to identify 
areas that need 

to be improved or 
changes required 
to policies and 
procedures. 

•	 Policies and 
Procedures: Review 
and update policies 
and procedures to 
reflect amended 
or additional 
requirements 
required following 
guidance provided 
in this handbook.

Prevent

Examples of extreme 
harm can include:

Consider confidentiality obligations and decide on notifying 
relevant third parties to get more support, such as NCSC 
and NetSafe.

Consider contacting internal 
and external experts for 
support:	
•	 IT providers. 
•	 Insurer. 
•	 Primary Healthcare 

Organisation (PHO).

•	 Legal advisor.
•	 External agencies: National 

Cyber Security Centre 
(NCSC), NetSafe, Police.


