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Disclaimer
This Assessment has been prepared to assist Te Whatu Ora to review the purposes for which information is collected via the Project and how that information can be used, and the privacy safeguards that are required to manage those purposes.
Every effort has been made to ensure that the information contained in this report is reliable and up to date. This Privacy Impact Assessment represents the current expectations of the way the Project will operate.
This Assessment is intended to be a ‘work in progress’ and may be amended from time to time as circumstances change or new information is proposed to be collected and used.
The author of this document is Data & Digital Directorate, Te Whatu Ora.
Assumptions applied
The assumptions that have been applied in the development of this assessment include:
· As this project develops, there will be evidence and information generated through the development and deployment of the application (e.g. Statistics of use and feedback from users) that will impact on how Te Whatu Ora determines what is important for the future purpose of this application. These may result in changes to the terms of use, the information collected, and the risks and mitigations required.
· Discussions will continue between key parties (i.e. Te Whatu Ora, the Office of the Privacy Commissioner and the Government Chief Privacy Officer) and future versions of this assessment will record changes to information that is collected and the consequent risks, further analysis and mitigations.
· A subsequent version of the Privacy Impact Assessment will be made publicly available for the public to understand the collection, storage, use and sharing of personal and third-party information for purposes of transparency.
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The following are definitions used in this Assessment: 
	Terms
	Description, Relationship and Business Rules

	Amazon Web Services
	Amazon Web Services, the platform on which the Case Investigation webservice will operate

	Case
	A person who has had a positive laboratory test for COVID-19 or is suspected of having COVID-19. The case definition of COVID-19 infection can be found here

	Care in the Community (CiTC)
	The CiTC model is based on enabling people to be cared for in their home, when it is safe to do so, when they or a member of their household are considered to have COVID-19. The model is flexible, nationally supported, regionally coordinated and locally led, in order to meet the needs of local populations and effectively allocate system resources especially in a time of uncertainty when parts of the local health system may be subject to significant resourcing challenges.

	Contact
	The types of contact can be a Household Contact, Close Contact, a Casual Plus Contact (in some specific circumstances e.g., schools) and Casual Contacts. Full details can be found here.

	Contact Tracer
	An individual who is authorised to fulfil the role of contact tracer in accordance with section 92ZZA of the Health Act, and includes those assisting in Finders Services from the National Investigation and Tracing Centre operated by Te Whatu Ora. All Contact Tracers are subject to an obligation of confidentiality. If working in a PHU Contact Tracers are commonly referred to as case investigators.

	Contact Tracing
	The process used to find people who may have been exposed to an infectious disease, which is aligned with the provisions of the Health Act 1956 Part 3A, subpart 5. If a person is identified as a Contact of someone with COVID-19, depending on the Phase of the COVID-19 response, they may be notified of their Contact status and advised to self-isolate (or advised of other applicable public health requirements applicable at that time).

	Consumer
	[bookmark: _Hlk35255804]The COVID-19 Contact Tracing Form is designed for the individuals who test positive for COVID-19, who are called a Case.

	COVID-19
	The novel coronavirus, see: https://www.health.govt.nz/our-work/diseases-and-conditions/covid-19-novel-coronavirus

	COVID Clinical Care Module (CCCM)
	This is the clinical record system being operated nationally to support CiTC

	Household Contact
	Those individuals who live in a household setting with a Case or has spent at least one night or day in that residence when the Case was infectious.

	TWO
	Te Whatu Ora

	NCTS
	The National Contact Tracing Solution, being the IT solution used by Health to securely record and support Contact Tracing activities.

	Phases
	This refers to the Phases for response to Omicron in the community 

	Privacy Notice Materials
	Material to be prepared to inform consumers in compliance with rule 3 of the Health Information Privacy Code 2020. 

	Project
	COVID-19 Contact Tracing Form 




[bookmark: _Toc477948038][bookmark: _Toc115942519]Section One –Summary of Project
1. The COVID-19 pandemic is forcing governments around the world to evaluate how to manage and control this infectious disease. New Zealand is currently pursuing a Minimisation and Protection strategy for Aotearoa New Zealand. This continues to involve Contact Tracing as a key public health measure to minimise the spread of COVID-19 and to support individuals that become a Case. 
2. It is anticipated that there may be a significant increase in the number of COVID-19 cases with the Framework enabling greater movement within New Zealand and the border settings changes in 2022. To sustain an effective public health response, it is important that Contact Tracing capability remain able to manage the number of cases with finite resources.
3. Te Whatu Ora has developed an electronic form that a positive Case can choose to complete via web application. This was initially to enable the Case to provide some relevant details to Contact Tracers via the web application soon after they are advised of their positive test. It has now been expanded to enable the capture of relevant information about Cases that may signal a need for more closely supervised clinical care, and can be passed to the national clinical management system for CiTC or Care in the Community. The clinical system is called the COVID Clinical Care Module (CCCM). 
3.1. The benefits of the web application to the Case are that they can choose the time they spend on getting the details together, and can come back to the webform over time if they need a break.
3.2. The benefits to the Contact Tracers will be to speed up access to Case details, and reduce the initial phone time in collection of details, with more time interacting directly with the Case once details have been reviewed and identified as requiring further clarification (which may also reduce interview time). Contact Tracers have been involved in the design of the form and the relevant information to be collected.
3.3. The benefits for the CiTC programme are that CCCM will receive relevant details identifying when a Case may need follow up, and to be placed under active management by the local CCCM regional hub. Currently it is assumed that most individuals will be able to self-manage their COVID-19 symptoms within their own residential setting. It is important that those who are more likely to suffer adverse health outcomes are under direct clinical management, so the web application will enable Cases to report if they have any relevant conditions and this can be sent to CCCM for follow up.
4. This web application is called the COVID-19 Contact Tracing Form. This is the fifth update to the PIA. 
5. The Office of the Privacy Commissioner and the Government Chief Privacy Officer have been consulted and provided comments on a draft Privacy Impact Assessment. The comments have been considered by Te Whatu Ora and incorporated as appropriate.
6. This Privacy Impact Assessment is expected to be a ‘living’ document that will be reviewed as the Project progresses. Te Whatu Ora plans a phased release of functionality in the Project, so features available in subsequent releases may require privacy review.
[bookmark: _Toc115942520][bookmark: _Toc103948585]Recommendation Summary
7. The following are areas that Te Whatu Ora will concentrate on as it develops the Project:
	
	Action – COVID-19 Contact Tracing Form 
	Planned Date for completion

	PIA- 01
	Clear and defined Privacy Materials are to be available directly from within the web application, and must be confirmed prior to the person proceeding to supply information to the web application.
These have been updated for the services expanded in this fifth update to the PIA.
	Completed 

	PIA-02
	Te Whatu Ora will follow its standard security review processes including Certification and Authorisation, security risk assessment, and independent security testing. If any risks are identified they will be resolved or mitigated to ensure appropriate security will be applied to all aspects of the Project. This project will receive an Approval to Operate before go live.
No production data is to be used before appropriate testing has been completed.
	Completed

	PIA-03
	It is recommended that the Te Whatu Ora Privacy Officer review the Regional Hub purposes for use of the information being collected by the Form about underlying health conditions and disability status information. This is to ensure that this information collected is to be used in the Regional Hub processes, including determining the requirement for active management within CCCM (or existing community based medical services). 
	Completed




[bookmark: _Toc115942521]Process to be followed to invite a Case to use the form
8. When there was a relatively low incidence of COVID-19, Cases were generally notified that they had tested positive by being called by a Contact Tracer.
9. Now the levels of positive COVID-19 Cases are significantly increased, Cases will be notified by SMS message if they have a verified mobile phone number (or another mobile phone number is held within other Te Whatu Ora data holdings). There will also be some Cases directly contacted by Contact Tracers depending on the process settings at that point in the Omicron response. 
10. A mobile phone number may be verified as accurate during the testing process, or when a Contact Tracer first contacts a Case to tell them they have tested positive for COVID-19, the Contact Tracer can confirm the mobile phone number they have for the Case by talking with them. 
11. During the current Phase Three of the response automatic SMS notification of Cases will be enabled in NCTS, and the Case will be sent a text link directly to their mobile number, to complete the form[footnoteRef:2].  [2:  The current process for the positive texts involves sending the text to the verified number supplied with the test, and if that is not deliverable or an unverified number is provided and not deliverable Te Whatu Ora may reference other mobile phone numbers it holds (such as for Book My Vaccine and potentially NES details). This is to ensure the person has the opportunity to receive the text, as it is the gateway to additional services – such as medicine and welfare services.] 

[image: ][image: ][image: ][image: ] 

12. The link to the web application is included in the initial message to the Case. This text message will contain a unique access code that will ultimately link to the Case record in the NCTS. The text will contain only the first name of the person (as recorded against the NHI for that test result).
13. On following the link, the Case is prompted to call emergency services if they are experiencing ‘red flag’ symptoms (which will be described) or continue to complete the form if they are not. The response to the ‘red flag’ warning is not recorded. 
14. The person must enter the correct date of birth for the Case into the web application in order to proceed. If the Case chooses to proceed, the code will automatically populate into the Form[footnoteRef:3], and the Case must enter their correct date of birth. The Privacy Statement available on the screen above appears as Appendix Two. [3:  This is to assist with accuracy – as people feeling unwell may struggle to remember the Code from one screen to the next. The auto-population of the code will only happen if the link sent to the person is used, and they must then enter their correct date of birth matching that of the NHI for the test performed.] 

15. If the Case proceeds past these initial screens, there are a series of questions that may take approximately 5 to 10 minutes for the Case to complete. The information will cover the following main areas, each of which have detailed explanations about how the information will be used within the form itself. The collection areas include:
15.1. Contact details for the Case;
15.2. Underlying conditions that may mark the Case as higher risk of negative health outcomes. This will be shared within the NCTS and CCCM systems to help inform the clinical care status (to identify those most likely to need additional health assistance). The assumption that a Case will be able to self-manage can be reversed if an underlying health condition signalling an adverse outcome from COVID-19 infection could result, and that person identified as under ‘active management’ in CCCM so contact will be made with the person to assist them in their health journey;
15.3. Self-identified disability information. This will be shared with the NCTS and CCCM systems to help inform the identification of those most likely needing additional health assistance so they can be given an initial contact call and then monitored as required;
15.4. The symptoms the Case may be experiencing and the onset date[footnoteRef:4]. More serious symptoms[footnoteRef:5] will be shared with NCTS and CCCM systems so cases can be prioritised, and contact can be made with the person to assist them in their health journey; [4:  The contact tracer will also have identified the likely onset date, and the questions contained in the web application fields will be set to include that detail.]  [5:  The more serious symptoms are currently listed as new or worse trouble with breathing, severe dehydration such as a very dry mouth, not peeing very much, feeling light headed or dizzy, or a severe headache.] 

15.5. Household and other close contacts who have lived with the Case during the infectious period (to enable appropriate contact or text communications to be made with those individuals to provide the necessary information to them about how to manage their situation for household contacts, and to confirm household ‘bubble’ links so that it is clear how many may be in the household when managing the Case);
15.6. Suitability of accommodation to safely isolate. This will be shared within the NCTS systems to identify, prioritise, and allocate cases to alternative isolation options if required;
15.7. High risk occupation or living situations that may indicate the Case is in contact with vulnerable populations – some residential housing, aged residential care homes, place of worship, Marae, Tangihanga, and prison (to enable Contact Tracers to swiftly identify which Cases may require priority follow up due to the risk posed to others);
15.8. Bluetooth tracing[footnoteRef:6] – which can be uploaded in accordance with the directions given within the webform processes. [6:  Previously the scanned locations from the NZ Covid Tracer Diary or Rippl App were able to be uploaded, but it is no longer a requirement to scan to enter locations so this feature has been removed.] 

15.9. Some of the information originally collected has been removed, or minimised – particularly in relation to the timeline and contacts section which previously captured every location visited and Close Contacts. These are no longer required.
16. Refer to Appendix One for full screen shots of each of the key collections. 
17. There is an option for a Case to begin the form, and then come back later to complete it. The information will be retained in an encrypted database within the AWS environment for up to 72 hours, until the Case decides to select the Submit button (after being given the opportunity to review the information they have added).
18. After completing the form, the Case is given the option of indicating that they have welfare needs, and they are presented with instructions for accessing welfare assistance if needed.[footnoteRef:7]  [7:  If there are any welfare needs these will be able to be progressed directly by the Case if they choose to link to the MSD welfare website services. They can also be discussed directly with the Contact Tracer during any call they make to the Case, and managed in accordance with standard Contact Tracer processes.] 

[bookmark: _Toc115942522]Information Flows
19. The proposed information flows for the NCTS Project elements are set out below
[image: ]
20. The interactions with the CCCM processes are summarised below.
[image: Timeline

Description automatically generated]
21. Once the initial Form is opened by the Case, the response the Case enters to the code and date of birth ‘challenge’ are sent to the NCTS. The Case is then provided with the Privacy Screen and can click to continue with the Form if they wish.
22. The Case will then complete the fields in each of the categories noted above in the ‘Submission’ box: Personal Details, Symptoms, Household Contacts, Exposure Events. If the Case chooses to do so they can upload their Bluetooth keys. These uploads follow the standard NCTS processes and the code to generate the upload is included in the Form contents. The relevant screens are contained in Appendix One.
[bookmark: _Toc115942523]Where and how the information will be stored
23. During the time it takes the Case to complete the Form, the information is stored in a Dynamo Database. This Database is held in a secure Te Whatu Ora Amazon Web Service (AWS) environment hosted in Sydney, Australia.
24. The information is only uploaded to the NCTS Case Record when the Case chooses to submit the information at the end of the Form. The NCTS environment is operated on a Salesforce Service Cloud instance based on AWS cloud infrastructure based in Sydney, Australia. The information will also be replicated into the CCCM database (which is part hosted in New Zealand and is further described in the CCCM PIA).
25. Information provided about Household Contacts is sent to the Match+7 service to attempt to find a verified NHI Number. 
[bookmark: _Toc115942524]Security features applying to Project
26. Upon user verification of the Case’s one-time password (OTP) and date of birth, the user will have a base64 encoded cookie set composed of an opaque session ID, encryption key and their OTP. 
27. This cookie is set as secure, HTTPS only, and expires at the same time the Case’s OTP expires.
28. The initial entry of information into the Form is recorded directly on a DynamoDB (database). The information is retained on the DynamoDB in an encrypted format – with the encryption key linked to the device of the user. Until the Case decides to ‘submit’ the information when they have completed the Form the information will not leave the DynamoDB. The information will persist temporarily so that the Case can refresh or reload the page and still return to the information completed to that point. Information is deleted from the DynamoDB on a rolling 72 hours schedule (so the details will persist for 72 hours from the date the invitation is sent by the Contact Tracer).
29. Access to information in NCTS will be managed by existing security controls such as encryption of data in transit and at rest. There is multifactor authentication for all users of NCTS and role-based access controls and audit logging of all access.
30. The web application is currently undergoing security testing, including penetration testing on the APIs and Threat Modelling. An Authority to Operate will be completed prior to approval to go live with this web application.
[bookmark: _Toc115942525]Manual processes involved
31. In Phase One of the response the Contact Tracer could make the decision to send the invitation to complete the Self-service form after a discussion with the Case. 
32. In Phase Three the invitation to complete the Self-service form is sent automatically as part of the text message confirming the positive COVID-19 result.
33. If Cases do not complete the Self-service form within 24 hours of being sent the invitation some Cases will be followed up by phone call from a Contact Tracer if they are within identified categories where self-management may be considered a greater risk. These categories may change from time to time and will be determined by clinical and contact tracing advisors.
34. Information added by the Case through the Self-service form is added to NCTS, and a copy sent to CCCM of relevant contact and clinical details. 
34.1. Information returned is then identified if there are high risk locations (where vulnerable people may have been exposed), or priority population groups (currently based on ethnicity). This can be followed by Contact Tracers if appropriate. 
34.2. Clinical and disability information will be reviewed in CCCM by regional hubs to make contact as appropriate.
[bookmark: _Toc115942526]Analytics
35. Statistical information collected about the use of the platform will be accessible to relevant Te Whatu Ora staff and its suppliers, in order to make decisions about the features and functionality of the COVID-19 Contact Tracing Form. Statistical information is not linked to personal information, and Te Whatu Ora is not able to use statistical information to identify individuals.
36. The Form uses Google Analytics to record anonymous statistics about visitors. This collection is limited to public-facing pages and is used to inform decisions about page structures, call-to-action conversations, and usage platforms. Statistics are collected when a user navigated to an included page, and the information collected may include:
· Information about the browser and device used to access the page, including device type and manufacturer, operating system name and version, browser vendor and version, and other device settings such as system language, screen resolution, and display size.
· Information about the page visited, including the page URL and referrer
· The IP address will be used to determine the Consumer’s approximate location. This can indicate the country or region you are located in, depending on where your ISP originated.
· HTTP cookies are used to “remember” what a user has done on previous pages / interactions with the website. Google Analytics supports three JavaScript libraries (tags) for measuring website usage: gtag.js, analytics.js, and ga.js.
37. Data collected for the COVID-19 Contact Tracing Form by Google Analytics are captured as “events”, which are triggered when specific actions happen on the website. These events are used to provide reporting into the effectiveness and performance of Form. These events do not contain personal information.
More information about how the tracking code works is available on the Google Analytics documentation website. [footnoteRef:8] [8:  https://developers.google.com/analytics/resources/concepts/gaConceptsTrackingOverview] 

[bookmark: _Toc115942527]Governance
The Project governance is aligned to existing NCTS governance arrangements. [footnoteRef:9] [9:  The NCTS PIA can be found here.] 

[bookmark: _Toc115942528]Section Two – Privacy Analysis
1. The purpose of this Assessment is to review the process of collection, storage, use and sharing of personal and contact information for the purposes of the Project verification against the 13 Rules in the Health Information Privacy Code (HIPC) 2020.
2. During the Omicron outbreak there is potential for Cases to rapidly increase, and digital options and technology support have been identified as key in managing the expected demand on Contact Tracing and clinical response resources. 
3. The COVID-19 Contact Tracing Form was a useful support for Contact Tracers, in Phase One of the Omicron response and Contact Tracer input was involved in the design. The general information collected is aligned to what a Contact Tracer would seek during their phone conversation with the Case, and provides a digital option for those who wish to use it provides further choice for Consumers. It is now also useful to the CiTC management of cases and relevant contact and clinical information is provided to CCCM for Regional Hub management of those cases who require active management.
4. Te Whatu Ora has conducted its analysis under the Health Information Privacy Code as the information is about Consumers and their health services. Under clause 4(1)(e) it is considered that this is information about an ‘individual which is collected before or in the course of, and incidental to, the provision of any health service or disability service to that individual’. 
	Health Information Privacy Code Rules
	Background and Key Controls
	Residual risk

	Rule 1
	Purpose of collection of health information
· Only collect health information if you really need it
	Purpose
Collection of information for Contact Tracing and CCCM clinical purposes is part of the lawful activities associated with assisting the public health response to the COVID-19 pandemic.
Necessary
The information fields have been identified as necessary to inform the contact tracing processes, and the clinical escalation processes in CCCM. No information is to be collected that is inconsistent with existing and established Contact Tracing processes. 
CiTC will be able to use the information about underlying health conditions, and it is recommended that a national process be developed to guide Regional Hubs how to manage this information, to ensure that each understand the purpose of this collection and how it may be used to support decisions on who can safely self-manage their COVID-19 related health issues and who may need to be moved to active management. 
New information is to be collected about an individual’s disability status (to support that person’s Covid care needs), so clear processes will need to be established to show the purpose for which this is collected and how it will be used to provide support to those individuals.
It is recommended that the Te Whatu Ora Privacy Officer review the Regional Hub advice, and purposes, regarding underlying health conditions and disability status signalled within the Form.
	Low


	Rule 2
	Source of information
· Get it straight from the people concerned
	In Phase One the Contact Tracer spoke directly to the Case, obtained their confirmation that they wished to be sent the link to the COVID-19 Contact Tracing Form, and the Case would then directly enter the information if they chose to. In Phase Three of the response, positive Case notification mainly occurs by text, and invitation to complete the Form is automatically sent if a mobile phone number is held. Each person chooses to complete the Form themselves and the request is sent to them to do so. It is not compulsory, although they will be sent reminder texts if it is not completed within 12, 24, and 48 hours.
There may be submission of details about household contacts (which will be the disclosure of identifiable information about another person). This is consistent with existing Contact Tracer processes. There are authorising powers under the Health Act to request this information from a Case, but there is also a serious threat in relation to those who may have been exposed to COVID-19 (rule 2(2)(c)(iii))
	Low

	Rule 3
	Collection of information from individual
· Tell them what you’re going to do with it
	The current Privacy Statement reflects the Rule 3 requirements. The full Privacy Statement (as set out in an updated draft in Appendix Two) is linked from one of the initial screens (see Appendix One). The Privacy Advice is provided prior to the Case submitting any personal information into the Form.  
	Low

	Rule 4
	Manner of collection of information
· Be considerate when you’re getting it
	Case can opt to use the web application in Phase Three of the Omicron response. Other links to support (such as welfare and urgent medical assistance) are provided in the initial text message if the person wishes to seek that support directly and in an immediate fashion. The number of Healthline is also included in the text. 
If they person does not complete the Form they may be followed up by a Contact Tracer or Regional Hub representative to ensure that they are receiving the services they need if they are identified as group that needs additional assistance. This will depend on whether the individual is identified as a higher priority for contact via the then current focus of Contact Tracers.
	Low

	Rule 5
	Storage and security of information
· Take care of it once you’ve got it
	The standard security Te Whatu Ora security review processes were completed to Authority to Operate level prior to go live. The NCTS components of the process are already established and security tested. If any risks are identified they will be mitigated or eliminated prior to go live. 
	Medium

	Rule 6
	Access to personal information
· People can see their health information if they want to
	The Privacy Statement will advise individuals how to make a request for access to their own information.
	Low

	Rule 7
	Correction of information
· They can correct it if it’s wrong
	The Privacy Statement will advise individuals how to make a request to correct their own information.
	Low

	Rule 8
	Accuracy etc. of information to be checked before use
· Make sure health information is correct before you use it
	There is a date of birth test to be completed after entry of the access code to make sure the text has been received by the correct Case (as they are identified only by first name in the initiating text). This should ensure only the correct person will complete application details.
The person has an opportunity to review all the information they have recorded before submission in a review screen at the end of the document. They are also given the opportunity to return and submit more information in a further form using the same link if they wish.
As each submission will create a new record there is a possibility of duplication (but no records will be overwritten so all information will be captured). Contact Tracers will be given training on how to de-duplicate, transfer and link records prior to go live. If there is duplication of Household Contacts contact tracers can rectify this by closing duplicate records. 
	Low


	Rule 9
	Retention of information
· Get rid of it when you’re done with it
	Standard retention policies will apply to information collected into NCTS, and into CCCM (noting that clinical information will be held in accordance with the Health (Retention of Health Information) Regulations).
The information captured by the application and held in the ‘Form’ (the encrypted DynamoDB) while the Case is completing the details and before they choose to select ‘submit’ will be retained for 72 hours days before automatic deletion. 
Once submitted no information is retained in the interim encrypted database and will no longer show on the device screen for the Case.
	Low

	Rule 10
	Limits on use of information
· Use it for the purpose you got it
	The Privacy Statement describes potential users of the information, and the purposes for use. All of those who will have access to the data for Contact Tracing related purposes will have role-based access into NCTS. Likewise, any access into CCCM will require role-based access into CCCM. This access will all be subject to audit monitoring of logged access activity. 
	Low

	Rule 11
	Limits on disclosure of information
· Only disclose it if you have good reason
	Existing NCTS rules will apply to the use of Contact Tracing information that is submitted to the NCTS.
Information that is supplied to CCCM will be subject to controls as set out in the CCCM PIA, and relates to those involved in clinical management of COVID-19 Cases.
The contact information submitted about Household contacts, if a mobile number is provided, will also be part of the new process for NCTS to send an automatic text message notification to those individuals identified as Household contacts (addressed in a sperate PIA). This is to meet the serious threat posed to them by potential exposure to Omicron.
	Low

	Rule 12
	Disclosure of personal information outside New Zealand
	There is no expectation of any disclosure of information from the form outside New Zealand. 
	Low

	Rule 13
	Unique identifiers
· Only assign unique identifiers where permitted
	A unique code will be generated and a link to the NCTS file on the case will be incorporated into the data submitted to the NCTS so it can be linked to the originating Case file. 
A Border Health Record will also be assigned to the Cases where a record is created in CCCM. NHI will also be used within CCCM consistent with its intended purposes for clinical management of identified Cases, and in some cases their household contacts (as probable Cases).
This is consistent with Rule 13.
	Low





[bookmark: _Toc115942529]Appendix One – Process screens for the web application
Current as at the date of PIA publication – this may change over time
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[bookmark: _Toc115942530]Appendix Two: Draft Privacy Statement 
Privacy Statement to be published on Ministry website and linked from the webform
Te Whatu Ora has developed the COVID-19 Contact Tracing Form to support anyone who has tested positive for COVID-19 to self-report information online to contact tracers and to agencies working with the Care in the Community services. 
You can only upload information if you have been sent an access code with your text notifying you that you are a positive Case. This access code will be provided by SMS (text) to the mobile number you provided when your test was reported, or from other mobile phone numbers that Te Whatu Ora holds about you (for example if you supplied a mobile phone number when you used Book My Vaccine or recorded a mobile phone number when you enrolled with your general practitioner).
The information collected via the COVID-19 Contact Tracing Form will be used for contact tracing and Care in the Community related purposes for the COVID-19 pandemic response. This includes helping you with your health, welfare and self-isolation needs. It may also help us to identify other people who may have been exposed to COVID-19 to make them aware they may be infected and to limit further spread of COVID-19. We will share information we collect only with agencies who are helping with these COVID-19 related tasks.
Use of the COVID-19 Contact Tracing Form is voluntary, although we recommend you do complete it as some of the information you supply will help us to identify if you have specific health, welfare or self-isolation needs. Each positive case who does not use the COVID-19 Contact Tracing Form may still need to inform a contact tracer about the same information in accordance with Health Act requirements if they are called. 
What information we’ll ask for
We will require information to help us identify the following:
· How best to contact you, and where you will be self-isolating, so that we can make sure you can access the right help
· What your symptoms are, and when you began experiencing them, so we can work out your infectious period, and also so we can assist if you require healthcare or other support
· If you want to advise you are a disabled person, tāngata whaikaha, or a person living with a disability, so we can help you with your specific needs
· Any underlying health conditions, or serious symptoms, so that we can prioritise support for people more likely to get sick and the Care in the Community team can identify who may need to be contacted swiftly to provide clinical support
· When you might have been in contact with other people at high risk locations and who those people were. You can choose to upload your Covid Tracer Digital Diary Bluetooth records to assist with this. We will contact them to let them know they may have been exposed to COVID-19
· Who is in your household, to identify who else may require assistance with managing the risk of infection or related care needs.
· We will also send you a ‘release’ reminder text to confirm you have reached the end of your 7-day period of isolation as a Case, based on the information we hold about you.
Each screen will clearly outline the details we require you to complete. Your access code will last for three days, so you can re-enter information multiple times during that three-day period if you wish.
If you are completing the form on behalf of someone else, you’ll need them to confirm with you that you have their consent to do so (or otherwise be properly authorised to obtain or disclose that other person’s information, for example caregiver for a child).
Contact Tracers and those agencies working as part of the Care in the Community response will assess the information you provide to the COVID-19 Contact Tracing Form and will respond to you by call or email if they consider it necessary. They may check with you the details you have provided, and provide additional direction or advice to you.
We will use the information you submit for purposes directly related to COVID-19 and its management (including analysis, reporting and planning nationally and regionally). The information collected may also be used for statistical analysis and help to identify ways in which we can improve our services. Any information used in this way will not identify you personally.


Keeping your information safe
Your personal information will be held and managed by Te Whatu Ora in accordance with the Privacy Act 2020 and Health Information Privacy Code 2020. Section 92ZZG of the Health Act 1956 provides that information provided or obtained by a contact tracer under the Health Act may not be used or disclosed by anyone except for the effective management of infectious diseases. Care in the Community is part of that effective management response. The purposes for the COVID-19 Contact Tracing Form include identifying your potential contacts to help keep them and the community safe, and your health and welfare needs and the needs of your household. All of these purposes are consistent with the effective management of infectious disease, to help support you and minimise the spread of COVID-19.
We recommend you password protect your device. Once you have started the COVID-19 Contact Tracing Form, your answers will be encrypted and stored within our secure systems. The encryption means that unless someone else has access to your unlocked device, nobody can read your answers until you finish the form and choose to submit it. If you do not submit the form the information will be automatically deleted when your access code expires.
When you submit the form, we will collect the information via a secure Amazon Web Service (AWS). Any information you submit will be stored in the National Contact Tracing Solution (NCTS). The NCTS is a secure Salesforce platform based on Amazon Web Services (AWS) located in Sydney, Australia. The parts of the information relevant to your healthcare will also be recorded in the COVID Clinical Care Module (CCCM), the clinical system supporting management of Care in the Community. 
Information you choose to share with us will be held securely in compliance with Te Whatu Ora standards. Security measures are in place to protect your information from unauthorised access. All access to your information by authorised users is tracked and monitored.
How long will your information be kept for?
Information will be held on the NCTS and on CCCM. Information about the health records of positive cases will be retained as required by the Health (Retention of Health Information) Regulations, and other information will be stored for the duration of the COVID-19 pandemic response, and then deleted (or de-identified). 
How can you view or change any information about you?
To view any personal information held by us about you, or if you have any concerns or questions about the personal information that we hold and wish to request a correction, please write to: 
The Privacy Officer 
Te Whatu Ora 
PO Box 5013 
Wellington 
Email: hnzprivacy@health.govt.nz
We may require proof of your identity before being able to provide you with any personal information.
Contact us
If you have concerns about your privacy, email hnzprivacy@health.govt.nz If you are not satisfied with our response to any privacy concerns, you can contact the Office of the Privacy Commissioner. http://privacy.org.nz/about-us/contact/
Privacy Impact Assessment – Draft 1.0	Page 72

Page 2 of 39

image4.png
‘COVID-19 contact

Privacy and how we use
your information

This form lets you share:

+ contact details

« any conditions that put you at higher
risk of hospitalisation

« symptoms

« infectious period

+ household contacts

« high risk locations.

The Ministry of Health stores this
information securely. It will only be used
for your health needs and contact
tracing. We will only share information
with agencies who are helping with this
work.

Statement

If you need assistance with this form:

You can email
help@tracingform.min.health.nz
or call 0800 555 728.

I have read the privacy statement
and understand how contact
tracers will use the information |
provide.

Required

Accept and continue

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

N
£ 87 TeKawanatanga o Actearoa
New Zealand Government




image5.png
‘COVID-19 contact
tracing form

COVID-19 contact tracing
form

This is a form to help you share your
information if you have COVID-19.

You should have received a text
message from 2328 with an access code.
Enter that here.

Access code
Required

‘ ABC123 ‘

Date of birth
Required
Day Month Year

‘ 31 3 1980 ‘

Get started

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

N
£ 87 TeKawanatanga o Actearoa
New Zealand Government




image6.png
Notification

M:359

<o

Kia ora [First Name],

You have COVID-19. Everyone in
your household needs to stay
home and isolate.

Please fill out this short form
about your contacts, health, and
support needs.

https://app.tracingform.covid19.
health.nz/auth?code=BBBBBB

Your access code is BBBBBB or
call us on 0800 555 728

Ask friends or whanau to drop off
food or medication, or organise
delivery. If you need extra
support, complete the form or
call 0800 512 337.

I you need medical care, call
your healthcare provider or
Healthline on 0800 358 5453.

If you are having trouble
breathing, have a very sore
chest or feel faint, call 111. Say
you have COVID-19.

For other support and advice,

visit the COVID-19 Health Hub at

htty ‘covid 1!
ositive

ealth.nz/advice,

)




image7.png
Authentication

COVID-19 contact
tracing form

COVID-19 contact tra
form

This is a tool to help you share
information with contact tracers if
you are a case of COVID-1,

You should have received a text
‘message from 2328 with an access
code. Enter that here.

Access code

ATAHEKOL

Date of birth
D2y Month  Year

Privacy statement

oo
@ / 4 i

Privacy and how we use
your information

Our COVID-19 contact tracing form
lets you share with contact tracers
your:

- contact details
+ symptoms and infectious period
- household contacts
- high risk locations

The Ministry of Health stores this
information securely. t will only be
used for contact tracing and to
support your health needs. We will
only share information with
agencies who are helping with this
work.

COVID-19 Contact Tracing Form
Privacy Statement.

1fyou need assistance with this
form:

You can email
help@tracingform.min.health.nz or
call 0800 555 728.

 have read the privacy

(O statement and understand
how contact tracers will use
the information | provide.

Accept and continue




image8.jpeg
4. BT token generation

Information flow

Bluetooth

tracing backend

Challenge

Token
Date of birth

2.Response

Symptom onset date
Infectious period start date
Positive test sample collection date

5. Submission

BT upload token

Form backend

3. Saving progress

Form backend

- Undertying conditions, high risk occupation (DynamoDB) (Lambda APIs)
Symptoms Exposure events
- Symptom list - Eventname
- Symptomonset - Type Partially filled form | Challenge. ‘ Response
date - Address (encrypted) BT upload token
- Infectiousperiod - Date and time
start
[ Form front.end
- Name (user’s device)
- Date of birth
- Phone number

- Email address





image9.png
Patient
liourney

New CCCM

Ithcare needs

Primary care
Primary care Primary care assesses  yecocomont
notified by their enrolled higher

Healthlink

- risk patients and enter QJ

details in CCCM

Cases will self-manage by default but can escalate to active clinical management if indicated by their self-
assessment, their primary healthcare provider's assessment, or contact coordinated by their care coordination hub

Key

COVID Clinical Care

Module (was BCMS)

@) i

Self-
assessment
D Self-management
« Patient continues to self
0
« Patient can escalate if
needed by telehealth,
primary healthcare, or 111
Hub assigns case to
provider who develoy
care plan based on
information from:
+ Online self-assessment
+ Telehealth
+ Primary care
Hub
coordinated Active clinical management
Risk score based on: Hubs coordinate assessment De/Escalating as needed:
- Age contacting higher risk - Automated
« Ethnicity cases who haven't been « General practice
+ COVID vaccination assessed by self or « Public health @

primary care

Hospital




image10.png
1:359

© S

2228

Kia ora [First Name],

You have COVID-19. Everyone in
your household needs to stay
home and isolate.

Please fill out this short form
about your contacts, health, and
support needs.

https://app.tracingform.covid19.
health.nz/auth?code=BBBBBE

Your access code is BBBBBB or
call us on 0800 555 728

Ask friends or whanau to drop off
food or medication, or organise
delivery. If you need extra
support, complete the form or
call 0800 512 337.

If you need medical care, call
your healthcare provider or
Healthline on 0800 358 5453.

If you are having trouble
breathing, have a very sore
chest or feel faint, call 111. Say
you have COVID-19.

For other support and advice,

visit the COVID-19 Health Hub at

https://covid19.health.nz/zdvice/
ositive

1:359

<

2328

Kia ora [First Name],

This is a reminder to complete
your contact tracing form:
https:ff
app.tracingform.covid19.health.n
zl

Your access code is BBBBBB.

Please complete this short
form about your health and
support needs, and your
contacts. This will make it
easier to access support if you
need it

For support and advice, visit
the COVID-19 Health Hub
at https://covid19.health.nz/
advice/positive.

1:359 1

<o

)

<J

2328

Kia ora [First Name],

Your COVID-19 isolation

period has ended. If you feel
well you can now return to all
normal daily activities

including work. If you continue
to feel unwell please contact
your local healthcare provider.
For more information see
https://covid19.health.nz/advice/
positive:




image11.png
Entry & Authentication

p—
e/ R

P p— J—
e/ G e/ R e/ E ‘

COVID-19 contact tracing Privacy and how we use
CoviD-19 form your information AbSHEthis el
contact Tisis 2 form o el you shareyour or most poole sin ot i orm
information if you have COVID-19. ‘This form lets you share: ‘may take 5 to 10 minutes.

tracing form o

You should have received a text

message from 2328 with an access code. * contact details

Vour progress wil be saved as you go.

protect yoursef,your whinau and Ifyou, or someone you care sl + any conditons that put you at igher
your community ' vk f hosptalsation Py "
for,are: e kof hospitalsa Yourinformation will o beshared with
- finding  dificul to breathe hocesscode ompens us untityou lck submit
Enter access code e + infecious period
- feeling fin,passing ot

Towards the end of the form, we will sk

o s
et sousts o socn : howsahad contc stneendf
s ot htpsyou stareyour it oaie o AT
inomatonifyouhave COMD 5. ot T
. v pale and hm Date of birth ‘The Ministry of Health stores this
o " Required. Information sscussly. &l anty be usad Our contact tracers are focusing their
et e ey
. v Mown  ver P
[ —— g, Wewl ary haenfrmatn s on o st e
ok you have visited during your infectious
\ / period.
M [
a Satemens Toers s support avalaletoyou and
Yo whlens
Comn19hestr v N
Hyounead sistance wch s You il o s o8t he e of
Soou COW0-9C o,
Advice for people with COVID-19 G You can email
Contact racing & COVID-19 health advice help@tracingformminhealth.nz © Your details
orcl w0555 728

About COVID9 &
Advice for people with COID-19 ¢
Contact tracing &

© Your symptoms

privacy

Contact information have rad the privacy satement

® IoTInIIL. © e
&::m::._ Conac infomation - O vourhighrisk
copyright locations
& Back
COVID-19 health advice *

About COVID9 &
‘Advice for people with COVIDAD &
Contact racing & About COVID9 &
‘Advice for people with COVIDD &
Contact racing &

COVID-19 health advice

privacy
Contact informatian

Privacy
Copyright

Contact information
4 ﬁ; TRt oAt Copyright

G e




image12.png
Section 1: Your details

‘COVID-19 contact

Section 1:
Your details

0 & 6—0®

We ask these questions to help us work
out if you need extra health support
while you are self-isolating, or if you
might need somewhere else to stay if
you can't stay where you are.

Most people will be able to isolate
where they currently are. Some people
may not be able to due to a limited
number of reasons.

Your contact details and your answers to
these questions will be used by the
COVID Care Co-ordination Hubs.

They carry out assessments and connect

people who need extra support with
local providers.

What is the best way to
contact you?

Your details a

Alternative phone number

‘COVID-19 contact

Section 1:
Your details

0 & 6—0®

We ask these questions to help us work
out if you need extra health support
while you are self-isolating, or if you
might need somewhere else to stay if
you can't stay where you are.

Most people will be able to isolate
where they currently are. Some people
may not be able to due to a limited
number of reasons.

Your contact details and your answers to
these questions will be used by the
COVID Care Co-ordination Hubs.

They carry out assessments and connect

people who need extra support with
local providers.

What is the best way to
contact you?

Your details a

Alternative phone number

Optional Optional

‘u +64 ‘ ‘ XXX XXX XXXX ‘ ‘u +64 v‘ ‘ XXX XXX XXXX ‘
Email address Email address

Optional Optional

Where will you be self isolating?
Optional

Start typing your address. v

Enter address manually

Do you need temporary accommodation
because you cannot safely isolate where
you are?
Required

Yes No

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information
Copyright

&

‘Te Kawanatanga o Aotearoa
New Zealand Government

Where will you be self isolating?
Optional

Address line 1
Optional

Address line 2
Optional

Suburb
Optional

City
Optional

Postcode
Optional

Do you need temporary accommodation
because you cannot safely isolate where
you are?
Required

Why do you need temporary
accommodation?

Select all that apply:

Required

@ I cannot isolate from someone

who has a serious medical
condition.

I am not safe, or someone in
my house is not safe.

I do not have access to things
I need, such as power, water, a
toilet.

My situation is different from
any of the above.

Continue

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

N
¥ 5 ‘Te Kawanatanga o Aotearoa
New Zealand Government

‘COVID-19 contact
tracing form

Section
Your details

0 & 6—0®

We ask these questions to help us work

out if you need extra health support
while you are self-isolating, or if you
might need somewhere else to stay if
you can't stay where you are.

Your contact details and your answers to
these questions will be used by the
COVID Care Co-ordination Hubs.

They carry out assessments and connect

people who need extra support with
local providers.

entify as a person with

s?

This includes:

+ Adisabled person
+ Tangata whaikaha Maori (disabled Mori).

Yes No

Are you currently pregnant, or gave
birth in the last 6 weeks?

Required
Yes No

These are some reasons why you may

Optional

be immunosuppressed:

« Organ or bone marrow transplant
recipient

« Having chemotherapy or
radiotherapy

+ Taking immunosuppressant
medication

« Having an immunodeficiency
illness such as HIV or a blood
cancer

Do you consider yourself
immunosuppressed?

Yes No

These are some conditions that put you
at risk of having complications from
covID-19:

Required

« Chronic lung disease

- Serious heart conditions such as
congestive heart failure, coronary
artery disease, rheumatic heart
disease, and congenital heart disease

« Hypertension

« Chronic neurological or
neuromuscular disease

+ Diabetes

« Chronic kidney disease

« Severe liver disease such as cirrhosis

« Severe blood disorder

+ Severe mental illness such as
schizophrenia, major depressive
disorder, bipolar or schizoaffective
disorder

« Active cancer

« Morbid obesity (BMI greater than 35)

« Down’s syndrome

« Sickle cell disease

Do you have any of these con
Required

‘ Yes, | have 1of these
conditions

Yes, | have 2 or 3 of these
conditions

Yes, | have 4 or more of these
conditions

o O O

No, | have none of these
conditions

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

N
' TeKawanatanga o Actearoa
New Zealand Government

‘COVID-19 contact
tracing form

Section 1:
Your details

0 & 6—0®

You have identified that you have some
conditions that may increase your risk of
severe illness with COVID-19.

Your COVID health care provider will be
notified and they may contact you for
further assessment. Please follow up
with them if you have more concerns.

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

N
?Tel(iwnwomn-
¢ New Zealand Government




image13.png
Section 2: Your symptoms

‘COVID-19 contact
tracing form

Section 2:
Your symptoms

00 6—®

These are some COVID-19 symptoms:

+ sneezing and running nose
« sore throat

+ body aches

+ cough

+ feeling tired

+ headache

+ nausea and vomiting

+ diarrhoea

« fever

Have you been experi
symptoms?
Required

When did you first start experiencing
any of these symptoms?

You are able to select a start date for
your symptoms from the last seven
days. Your symptom start date is the
start of your isolation period.

Required

Select... A

W

nesday 25 May (Today)
Tuesday 24 May (Yesterday)

Monday 23 May (2 days ago, the day
you tested positive)

Sunday 22 May (3 days ago)

Saturday 21 May (4 days ago)

Friday 20 May (5 days ago)

Thursday 19 May (6 days ago)

Wednesday 18 May (7 days ago)

Today Yesterday 2 days ago

The following more serious symptoms
may mean you need more urgent health
support.

Have you been experiencing any of
these symptoms in the last 24 hours?
Required

@ New or worse trouble with
breathing

Severe dehydration such as
very dry mouth, not peeing
very much

Feeling light headed or dizzy

A severe headache

No, | have not been
experiencing any of these
symptoms in the last 24 hours.

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

tgh g
¥ ‘Te Kawanatanga o Aotearoa
New Zealand Government

‘COVID-19 contact

Section 2:
Your symptoms

00 6—®

You have identified you are experiencing
more serious symptoms.

Please contact your local healthcare
provider or Healthline on 0800 358 5453
today for advice and support.

They can assess and help you manage
your COVID care.

Seek help if you are feeling very unwell.
Do not wait to be contacted.

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

tgh g
¥ ‘Te Kawanatanga o Aotearoa
New Zealand Government

‘COVID-19 contact

Section 2:
Your symptoms

isolation timeline:

Monday 23 May

Day 0 - <the day your symptoms.
started><the day you tested
positive>

Monday 30 May

Day 7 - your last day of
self-isolation

Tuesday 31 May

Day 8 - you can leave self-
isolation if you are feeling well

If your positive test was earlier than
<day 0 date>, check on our COVID-19
Health Hub (7 to calculate your correct
isolation period.

You can leave self-isolation on

-\fyou are feeling well.

Continue

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

N g
¥ ‘Te Kawanatanga o Aotearoa
 New Zealand Government




image14.png
Section 3: Your household

‘COVID-19 contact

Section 3:
Your household

o0 0 ¢

Household contacts are people who you
live with.

This includes people who you don't live
with all the time, but who you lived with
for some of your infectious period.

Household contacts are most at risk of
catching COVID-19 from you.

Please tell us about your household
contacts so that we can help to keep
them safe.

As far as is practicable we will not tell
the people who you list what your
identity is, or that you have tested
positive.

We will only use the information of
people in your household for contact
tracing purposes and to provide
COVID-19 health advice.

My household contacts

<+ Addaperson

(O 1live alone and do not have any
household close contacts

Required

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

N g
¥ ‘Te Kawanatanga o Aotearoa
 New Zealand Government

‘COVID-19 contact T "

Section 3:
Your household

o0 0 ¢

Household contacts are people who you
live with.

This includes people who you don't live
with all the time, but who you lived with
for some of your infectious period.

Household contacts are most at risk of
catching COVID-19 from you.

Please tell us about your household
contacts so that we can help to keep
them safe.

As far as is practicable we will not tell
the people who you list what your
identity is, or that you have tested
positive.

We will only use the information of
people in your household for contact
tracing purposes and to provide
COVID-19 health advice.

My household contacts

<+ Addaperson

[ Ilivealone and do not have any
household close contacts

Required

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

¢
¥ ‘Te Kawanatanga o Aotearoa
 New Zealand Government

Section 3:
Your household

o0 0 ¢

Household contacts are people who you
live with.

This includes people who you don't live
with all the time, but who you lived with
for some of your infectious period.

Household contacts are most at risk of
catching COVID-19 from you.

Please tell us about your household
contacts so that we can help to keep
them safe.

As far as is practicable we will not tell
the people who you list what your
identity is, or that you have tested
positive.

We will only use the information of
people in your household for contact

tracing purposes and to provide
COVID-19 health advice.

My household contacts

Add a person a

First name
Required

Last name
Required

Phone number (recommended)

Optional
Mobile preferred

Bl e v‘ ‘ XXX XXX XXXX

Email address
Optional

Date of birth
Optional
Day Month Year

Are you currently living with them?

Required

Save and add another household
close contact

+

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information
Copyright

‘Te Kawanatanga o Aotearoa
New Zealand Government

‘COVID-19 contact "

Section 3:
Your household

o0 0 ¢

Household contacts are people who you
live with.

This includes people who you don't live
with all the time, but who you lived with
for some of your infectious period.

Household contacts are most at risk of
catching COVID-19 from you.

Please tell us about your household
contacts so that we can help to keep
them safe.

As far as is practicable we will not tell
the people who you list what your
identity is, or that you have tested
positive.

We will only use the information of
people in your household for contact

tracing purposes and to provide
COVID-19 health advice.

My household contacts

Add a person a

First name
Required

Last name
Required

Phone number (recommended)

Optional
Mobile preferred

Bl e v‘ ‘ XXX XXX XXXX

Email address

Optional

Date of birth
Optional
Day Month Year

Are you currently living with them?
Required

Yes

When did you last see them?
Required
July 2022 <

Mon Tue Wed Thu Fri Sat Sun

5678 91

n @

Save and add another household

+

close contact

Continue

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

tgh g
¥ ‘Te Kawanatanga o Aotearoa
New Zealand Government

‘COVID-19 contact "

‘COVID-19 contact

Section 3:
Your household

o0 0 ¢

Household contacts are people who you
live with.

This includes people who you don't live
with all the time, but who you lived with
for some of your infectious period.

Household contacts are most at risk of
catching COVID-19 from you.

Please tell us about your household
contacts so that we can help to keep
them safe.

As far as is practicable we will not tell
the people who you list what your
identity is, or that you have tested
positive.

We will only use the information of
people in your household for contact
tracing purposes and to provide
COVID-19 health advice.

My household contacts

Ben Jerry a
64211234567

ben@benandjerry.com
01/01/1950

Currently living with them

@ Edit € Delete

Jerry Ben 8

ben@benandjerry.com

Last seen 30/05/2022

@ Edit € Delete

<+ Addaperson

Continue

& Back

COVID-19 health advice

About COVID-19 &3
Advice for people with COVID-19 &
Contact tracing &

Privacy
Contact information

Copyright

¢
¥ ‘Te Kawanatanga o Aotearoa
 New Zealand Government




image15.png
Section 4: Your high risk locations

e/ U

section.i:
Your highrisk locations

o o o o

R —

RS ——
e —

LB sk toaions

SRT——

——

eyt s s

N -
=

« sk

R e—
e

flata - |

Section s
Your high risk locations

Thursday 2143y

[ —

+ bt
Ty 1y

€ ek

o/ R

Section &
Your high isk locations.

o o o o

Fidoy 2May

+ o

[a T ——

< e

oAt~ el ]

Sections: Section s:

Your high risk locations Your high risk locations
o o o o o o o o
Fiday 2y Fiday 2 may

s st sy ok i o st ary g o s o0
R —— [N ——

° gy °

R —— e —

e o
[ — [

° s

R — w0am ©
e s s
© [——

zwopm ©

PP ———

e

PP ———

< s

wezee /R
Section

Vour igh isk locations
o o o o

Fiday z2may

[—

@

[ ——— ©

G @
Aot sk csionter
iz

< nack

o

e/ -

Section &:
Your high isk locations.

hank s o g it of s ih

s/ U

Section i:
Your highrisk locations.

o o o o

ey Nl

< ek

o

) e




image16.png
Final review

coun

arees /R

Section 5:
Review

Review the information you have shared.
Make sure thatitis accurate.

You can il this form out and submit it
again if you remember more information
tater

1fyou choose to complete this form
again, the information you have alreadly
flled out won't show when you reapen
the ink

Your details v
Your symptoms M
Your household M

Your highrisk locations v

< Back

COWID-19 heaith advice
About COVDD
Advice for peple with COVID-19 &
Contacttracing &

privacy
Contact information

Copyright

N

-

Section
Review

Review the information you have shared.
Make sure thatt s accurate.

Vou can il this form out and submit it
again f you remember more nformation
later

fyou choose to complete this form
again, the nformation you have already
filled out wor't show when you reopen
the link.

Your details ~

Altenative phone number
46400 0000 000

Email address
hi@helocom

Selfisolation address
42 Wallaby Way

oori

Aucktand

son

Qi
1an safely settisolate in my current
accommodation.

0 tit

1o not identity as a person with

1am currently pregnant or have given
birth i the last 6 weeks.

Qi
1o not consider myself
immunosuppressed.

Qi

10 not have any underlying health
conditions.

i
Your symptoms v
Your household v
Your high risk locations

< Back

COVID-19 health advice

About COVID9 &
Advice for people with COVID-19 @
Contact racing &

privacy.
Contact nformation
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Section 5:
Review

Review the information you have shared.
Make sure thatt s accurate.

You can il this form ot and submit it
again f you remember more nformation

later

fyou choose to complete this form
again, the nformation you have already
filled out wor't show when you reopen
the link.

Your details v

Your symptoms. ~
Ihave been experiencing some.
COVID-19 symptoms.

Ihave had symptoms since:

1103 202

Qi

Ihave also been experiencing these
more serious symptoms:
+ New or worse trouble with
breathing
+ Fecling ight headed or dizzy

Qi
Your household v
Your high risk locations v

< Back

COVID-19 health advice

About COVID9 &
Advice for people with COVID-19 &
Contact tracing

Privacy.
Contact information
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Section 5:
Review

Review the information you have shared.
Make sure thatitis accurate.

You can il this form out and submit it
again if you remember more information
tater

1fyou choose to complete this form
again, the information you have alreadly
flled out won't show when you reopen
the ik

Your details v
Your symptoms v
Your household v

ot it 8

+64000000000
hello@example.com
2ne

Icurrenty live uith them.

@it @ oelete

Victoria Smi

464000000000
ast saw them on 10/08/202.

Qit @ oelete

Your highrisk locations v

& Back
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Advice for peple with COVID19 &
Contacttracing &

privacy
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Section 5:
Review
Reviewthe information you have shared.

Make sure thatitis accurate,

You can il this form out and submit it
again ifyou remember more information
tater.

1fyou chioose to complete this form
again, the information you have aleacly
et out won'tshow when you reapen
the link

Your details v
Your symptoms M
Your household M

Your highrisk locations &

11 ot go to any high risk locatons,
during my infectious period.

o

COVID-19 health advice

About COVID19.C
Advice for people with COVIDA9 &5
Contacttracing &

Privacy
Contact information

copyright
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Thank you. We have
received your submission.

Upload your NZ Covid Tracer
Bluetooth tracing keys

Your Bluetooth tracing data
request code is:

920736

How o upload your Buetooth
tradingkeys

1fyou use the NZ COVID Tracer 3pp, you
can upload your Bluetooth tracing keys.

Thi willsend an anonymous
notication t otherapp users you have
been near with advice on what 0 do.
Upload Bluetooth tracing keys

Open the N7 COVID Tracer ap.

Tapon

 data” on the botiom right.

@ e >

Tap on “Share my Bluetooth tracing
codes”.

©Em

>

Enter your Bluetooth tracing code, and
tap“share”,

Thiswillsend anonymous notications
0 other app users you have been near

Vour household contacts may get
Bluetooth notifications. They must
follow the isclation requirements for
household contacts,not close contacts,

What happens next

Yourdoctor orlocal healthcare provider
will benotified of your positive test They
may contactyou tosee if you need help
with your care. Make sure you answer any
cals and check your emails reguarly.

Self-isolation help and advice

The COVIDA9 Health Hub has advic for
yourseand your household contacts
whie you slfisolate. You willals find
contact detals fo sufportservices that
can help you.

COVID19 Health Hub
Financial and other support

The Minstry of Socal Development
(015D) may be abl to help you
fnancially.They can connect you to local
community groups for help with food
and other welfre needs.

‘Apply to MSD for support while you are
selfisolating (7

1fyou cannot complte ther form, cll
the free COVID-19 Welfae Line on 0800
sna.

1f you forgot a high risk location

You can use the ik you were given for
Up 103 days (72 howrs) rom when you
st received th text t ad mare
information.

Your personalinformation

Some information you give us can be
made pubic such as places and everts.
“This will not be made public.You may be
contacted for more details o help with
contact tracing.

€OVID-19 contacttracing form Privacy
Statement

COWIDA hesith adhice
About COMID19
Adviceforpeople with COVID13 &
Contacttracing &

privacy
Contactinformation
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