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Document creation and management 
This document has been prepared by the Data & Digital Directorate, Ministry of Health. 

Consultations with the following have occurred during the development of this document: 

 Manager, Data Governance, Data & Digital, Ministry of Health 
 Group Manager, Emerging Health Technology and Innovation, Data & Digital, 

Ministry of Health 
 Group Manager, Strategy and Investment, Data & Digital, Ministry of Health 
 Programme Manager, Enablers, Data & Digital, Ministry of Health 
 IT Security Manager, Data & Digital, Ministry of Health 
 The Chief Privacy Officer of the Ministry of Health 
 The Government Chief Privacy Officer 

 The Office of the Privacy Commissioner 

Disclaimer 
This Assessment has been prepared to assist the Ministry of Health (“the Ministry”) to review 
the Covid-19 Technology Integration Product (CTIP) and supporting Application 
Programming Interfaces (APIs) purposes for which information collected via the CTIP 
mechanism can be used, and the privacy safeguards that are required to manage those 
purposes. 

Every effort has been made to ensure that the information contained in this report is reliable 
and up to date.  

This Assessment is intended to be a ‘work in progress’ and may be amended from time to 
time as circumstances change or new information is proposed to be collected and used. 

An earlier iteration of this Assessment was titled ‘Covid-19 Contact Tracing Integration 
Product (CTIP)’. The title of this has changed to the COVID-19 Technology Integration 
Product (CTIP) to distinguish between the CTIP application – which is now being considered 
for other Covid-19 technology beyond its original purpose – and the supporting APIs which 
enable the approved integration of external datasets with the National Contact Tracing 
Solution (NCTS). The supporting APIs connect with the CTIP application, and it is their use 
that this Assessment supports.  
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Section One – Executive Summary - CTIP 

1. The COVID-19 pandemic is forcing governments around the world to evaluate how 
standard public health approaches to managing and controlling infectious disease can be 
bolstered and augmented by technology. 

2. The speed and efficiency of Contact Tracing is one of the most critical factors in a health 
system’s ability to slow or stop the spread of communicable diseases1. In the case of 
COVID-19, it has been determined that under routine conditions of movement and 
contact amongst the population, the disease can spread too quickly to be contained by 
traditional Contact Tracing practices alone2.  

3. The Ministry has already identified opportunities to support national Contact Tracing 
processes by use of: 

3.1. the National Contact Tracing Solution (the NCTS3) to support national management 
of Contact Tracing processes; and 

3.2. the COVID-19 Contact Tracing Application (the CCTA) otherwise known as the NZ 
COVID Tracer App4.  

4. The CCTA provides useful information to Contact Tracers, and it is recognised that 
developing integrations with similar technology solutions that record and manage 
information about the movement and / or contacts of consumers operated by third parties 
will also be beneficial to the Contact Tracing processes.  

5. The Covid-19 Technology Integration Product (CTIP) was identified as an additional 
technology opportunity to support Contact Tracing. It will provide a secure product for 
CTIP Partners, to enable the exchange of information between CTIP Partners and the 
NCTS for Contact Tracing purposes where that is necessary to prevent or lessen the 
spread of COVID-19.  

6. CTIP components include both: 

6.1. the CTIP Platform, being the secure software product which will manage integration 
and processing of information to support the NCTS; and 

6.2. the Application Programming Interfaces (APIs), via which information will transit 
between Vendor Solutions that have completed the Certification Process, and the 
NCTS. 

7. This CTIP capability enables the NCTS to deliver Exposure Event of Interest 
Notifications to these Vendor Solutions (and therefore to the Consumers using those 

 
1 Rapid case detection and contact tracing, combined with other basic public health measures, has over 90% efficacy against 
COVID-19 at the population level, making it as effective as many vaccines. This intervention is central to COVID-19 elimination 
in New Zealand: Dr Verrall,A 10 April 2020: Rapid Audit of Contact Tracing for COVID-19 in New Zealand page 1. 
2 https://science.sciencemag.org/content/early/2020/04/09/science.abb6936 
https://www.health.govt.nz/system/files/documents/publications/contact_tracing_report_verrall.pdf 
3 The NCTS is the IT solution used to support Contact Tracers. 
4 The current version of the CCTA Privacy Impact Assessment can be found here (it is regularly updated). 
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products) and a mechanism for the contact tracing teams to approve the upload of any 
corresponding information into the National Contact Tracing Solution (NCTS). 

8. The initial Privacy Impact Assessment reviewed the initial development stage, and 
identified the processes for potential CTIP Partners to participate in CTIP processes.  

9. The Covid-19 Technology Integration Product (CTIP) is now in production. Three Vendor 
Solutions, Paperkite (Rippl), SaferMe, and Snapper, have successfully completed 
production verification testing and Certification and are now able to contribute to CTIP as 
CTIP Partners.  

10. This is the first update to the PIA, and relates to the addition of a new API to enable the 
Call Back feature via a new API, and an Error Handling development for Phase Two of 
the CTIP project. 

Background 

11. CTIP enables Notifications to be sent to, and uploads to be received from approved 
industry partners (CTIP Partners). These information transfers occur via the secure CTIP 
API used by each CTIP Partner. 

12. Contact Tracers continue to control the process of identifying what Exposure Events are 
of sufficient risk that a Notification will be sent via CTIP. Contact Tracers may now 
include a Call Back option if they consider that appropriate for a particular location where 
an Exposure Event has occurred. Standard Contact Tracing processes (including 
protections and controls) apply to any uploaded information.  

13. The CTIP APIs may be used to upload information, when requested from a Consumer 
with a Digital Diary or a Location Manager with a Register. The Contact Tracers will use 
standard questioning processes to identify what the actual risk of exposure was in the 
case of each Consumer identified in the uploaded information, after discussions with 
them. 

14. The Ministry has developed a Certification Process. This will be loaded to the Ministry 
website for easy access (and kept updated with changes over time). Vendor Solutions 
are able to participate in CTIP, to support the public health Contact Tracing processes, 
once those solutions can meet the necessary security and privacy standards to achieve 
Certification. The Vendor Solutions must also be able to demonstrate that they can limit 
the information to be supplied to that directly related to the risk of exposure of an 
individual to COVID-19. Vendor Solutions that can meet these requirements are able to 
become CTIP Partners. 

15. The current Ministry CTIP Interfaces (APIs) available are: 

15.1. Digital Diary upload (Appendix Four), recording locations visited by 
Consumers who have tested positive for Covid-19. This will enable the upload 
of relevant information for Contact Tracers to review, and to follow up as part 
of their existing Contact Tracing practices, to identify potential Close 
Contacts. 
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15.2. Register upload (Appendix Five), recording the Consumers who have 
visited a specific place (or Location) where an electronic Register was 
maintained (such as a workplace, or a transport service that keeps a record of 
travellers on a route).  

15.2.1. This additional information may provide Contact Tracers with 
the opportunity to identify people at locations where it is 
unlikely there will be a QR Code, or a site where there are 
potentially multiple ongoing contacts within a site (such as a 
building site, construction project or within an office).  

15.2.2. This may also assist in identifying people at locations where 
they haven’t otherwise recorded their location using a QR 
Code.  

15.3. Exposure Event notification (Appendix Three), distributing a Location 
identifier, time window, and corresponding guidance from the Contact Tracing 
team indicating the action(s) affected Consumers should follow.  

15.4. Call Back API: The Exposure Event notification CTIP process is being 
updated with a Call Back option, to align with existing CCTA processes. 

16. This updated PIA addresses the addition of the Call Back and Error Handling CTIP 
processes (Further detail is set out in Appendix One).  

Privacy focus 

17. The Ministry has strived to retain Consumer choice, minimise the collection of personal 
information to only that which is necessary for Contact Tracing purposes, and limit who 
will have access to that information. It has also endeavoured to minimise any potential 
privacy risks in its development of the CTIP and balance these against the public health 
benefits of enhanced Contact Tracing. Consumer trust is essential if use of the CTIP is to 
be accepted by Consumer contributors.  

18. The purpose of development of this Assessment has been to review the process of 
collection, storage, use and sharing of personal and contact information associated with 
the CTIP to ensure that relevant risks are identified and mitigated.  

19. The Office of the Privacy Commissioner and the Government Chief Privacy Officer have 
been consulted and provided comments on a draft Privacy Impact Assessment. The 
comments have been considered by the Ministry and incorporated as appropriate. This 
Assessment is to be a ‘living’ document that will be updated as the CTIP development 
progresses. 

Clarity of purpose 
20. The Ministry has incorporated an information statement as part of its web-based COVID 

information to clarify the role of the CTIP, and record CTIP Partner Vendor Solutions that 
are to contribute, and in what circumstances. That information statement will include a 
link to this updated Privacy Impact Assessment.  
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Information Collection Processes 
21. Neither the Ministry, nor the Contact Tracers will routinely have direct contact with the 

Consumers associated with the authorised CTIP partners. Each Vendor, prior to 
becoming an authorised CTIP partner, is required to demonstrate its Vendor collection 
processes comply with rule 3 of the Health Information Privacy Code, and authorise the 
proposed CTIP activity (although not necessarily specifically referring to the CTIP by 
name)5.  

22. Each Vendor Solution, in order to meet CTIP Certification Process requirements, must 
either already have a Privacy Statement and purpose that supports the collection and 
use of information for Contact Tracing purposes, or must implement one to ensure that 
Consumers are aware personal information can be used for contact tracing, when that 
will occur and who the recipients of that information will be (including the NCTS). Ideally, 
this information will also link to the CTIP information statement for those individuals who 
wish to know more. 

Upload Authorisation 
23. In the case of Consumer Digital Diary Uploads (Appendix Four), Consumers who have 

tested positive for COVID-19 (ie a Case) may be asked by a Contact Tracer to use the 
Upload feature and provide their recorded Location and / or activity history.  Consumer’s 
have the choice whether to opt-in (and authorise the sharing of their Digital Diary) or not. 

24. In the case of Register Uploads (Appendix Five) Contact Tracers will be attempting to 
identify individuals present at a Location of interest. In this situation: 

24.1. the Vendor may hold the record about its own Location(s) and be the Location 
Manager (for example a large distribution centre, or a transport organisation 
that maintains records of its own fleet);  

24.2. alternatively, the Vendor may hold the record on behalf of other organisations, 
such as multiple different employer Locations where the Vendor holds a 
centralised Register record. The Vendor in this case is providing a form of 
tracing service as a product, and controls a central register of information 
related to third parties. 

25. As the records in the Register situation are not directly under the Consumer’s control, it 
is particularly important that Consumers (about whom the Register holds information) 
have been told that release of their information to Contact Tracers is a purpose for 
collection of this information.  

26. During the Certification Process it will be necessary for each CTIP Partner to address the 
specific scenarios whereby the Register information holdings may be requested for 
upload. A decision will need to be made in each case if section 92ZZF is the appropriate 
basis for the Contact Tracers to request that information be provided – or if the serious 

 
5 Although only contact and identity information is to be provided via the CTIP as these Consumers are being sought due to 
their potential status as Close Contacts it is considered that this fits within the class of information contemplated by the Health 
Information Privacy Code. 
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threat exception (supported by appropriate provision in the relevant Privacy Statement) 
will form the basis for the request.  

27. The Vendor will not be able to automatically upload the Register without prior personal 
contact (usually by phone) from the Contact Tracer, to provide the one-time password. 
This will prevent any ‘unnecessary’ information holdings being uploaded when there is 
no risk identified from a case or Exposure Event. 

Necessity 
28. It is important to ensure that the information exchanged is limited to that which is 

‘necessary’ to meet Contact Tracing purposes.  

29. Identity and contact details are necessary, as the purpose of Contact Tracing is to 
identify and manage those who may have been exposed to COVID-19. Contact Tracers 
are already familiar with expectations and limitations on use and disclosure of personal 
information obtained for Contact Tracing purposes, whether it is collected under the 
Health Act or otherwise.6. This is consistent with their existing legislative responsibilities 
under the Health Act to manage this information appropriately. 

30. The length of time over which information is collected is relevant. Contact Tracers have 
determined the ‘necessary’ time frames for collection of information. 

30.1. For the Digital Diary upload, in respect of the recorded details about where 
the Consumer has been, a time frame up to 60 days7 has been determined by 
Contact Tracer clinicians as clinically acceptable (four cycles of the virus) – 
particularly when the source of the infection is being sought.  

30.2. For the Register, this will be more limited in time and extent to an Exposure 
‘window’.  

30.2.1. Any Register information uploaded must be able to be limited 
to the relevant time frames and location / place set by the 
Contact Tracers as being an Exposure risk – and should only 
include the specific individuals within the relevant Exposure 
description. The CTIP Partner must be able to select the 
relevant information from its Register rather than simply 
uploading a full Register of all names / contacts for all times 
and locations in an unlimited fashion. 

30.2.2. Once the Contact Tracers have been provided with the contact 
details of potential Close Contacts from selected and relevant 
Register details they will make contact with those Close 
Contacts and seek information directly from them.  

 
6 Section 92ZZG provides that information provided or obtained by a contact tracer under Part 3A of the Act must not be used 
or disclosed by anyone except for the effective management of infectious disease. 
7 As per the NZ COVID Tracer App PIA. If the Vendor Solution collects a shorter time frame that will also be acceptable – but it 
may not be longer than 60 days. 
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Access and Security 
31. The CTIP will implement robust security and authorisation controls to prevent 

unauthorised access to information, and encrypt data at rest and in transit.  

32. Access to NCTS8 information requires authentication, and all access is tracked and can 
be monitored and audited. 

33. The only information flows from the NCTS to the CTIP involve the Notification process, 
and that will be specific to a time and Location when an Exposure Event has occurred. 

34. Prior to release, the CTIP has been independently security assessed by an All of 
Government approved supplier. Findings from the review were remediated prior to go 
live. 

35. Each Vendor that seeks authorisation will need to demonstrate appropriate Consumer 
authorisation processes as part of the Certification Process. 

Future Privacy Impact Assessment Activity 
36. Each future use case will be subject to additional Privacy Impact Assessment to confirm 

appropriate collection processes are in place and that access and security features are 
of an acceptable standard to connect with the CTIP environment. This document will be 
updated as CTIP development progresses to enable the Ministry of Health to maintain 
transparency about the CTIP with Consumers as their personal information is the subject 
of this project. 

Action Points 
37. The status of the actions identified in the initial PIA are as follows: 

Action – CTIP Project first PIA Planned Date for 
completion 

Interim Certification Process developed with three initial Partners  

Including: 

 Information collection processes (identifying what can be 
standardised to all CTIP Partners).  

 How access to information advice is to be disseminated, including 
the NCTS, and the Rule 6 and 7 access and correction processes. 

 In the case of Register information holdings, the basis on which a 
Contact Tracer will request the upload of relevant Register 
information (s92ZZF or serious threat exception). 
 

Initial Certification for three 
Partners completed 

Subsequent Certification 
Process is to be 
developed in alignment 
with overall Ministry 
programme reviewing 
Certification requirements 

Implement any necessary security testing of the CTIP Completed 

Independent Certification & Accreditation process to be completed for CTIP Completed 

Successful completion of testing for the integration component of the 
Vendor Solution 

Completed 

Contact Tracing processes be confirmed and disseminated - in relation to 
Notification and Upload activities required for NCTS operation of the CTIP 
processes 

Completed 

 
8 The NCTS has been subject to a full Privacy Impact Assessment which has confirmed access and security controls are 
appropriate. https://www.health.govt.nz/system/files/documents/pages/ncts-pia-v1-15_201112.pdf. 
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38. The following actions are to be completed as a result of the updated PIA: 

Action – CTIP Project updated PIA Planned Date for 
completion 

Finalise Certification process documentation to be loaded to the Ministry of 
Health website 

Final version of Information Statement to be loaded to Ministry website 
(suggested draft version in Appendix Six): 

 

Completed 
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Section Two – Operational Details 

Background 
1. Technology can help with the process of Contact Tracing. The Ministry has worked with 

the health sector and the community to identify ways of improving access to relevant 
information, while still respecting individual privacy.  

2. The Ministry has created a National Contact Tracing Solution (the NCTS), to greatly 
increase the capacity and reliability of tracing activity, and to support existing regional 
expertise. This holds the Contact Tracing records of cases and Close Contacts. 

3. Initial key uses identified for technology to support the NCTS included: 

3.1. to enable faster access to the correct contact details for people who may 
come in contact with COVID-19; 

3.2. to record the movements of Consumers so that if they become infected with 
COVID-19 they can quickly and accurately identify others who may be Close 
Contacts or Casual Contacts; and 

3.3. for Contact Tracers to send a Contact Alert to some Consumers who may 
have been exposed to COVID-19.  

4. The CTIP project has identified additional points where technology can assist Contact 
Tracing processes as follows: 

4.1. Improving the speed at which Contact Tracers can obtain information about 
potential Close Contacts at a location with a high transmission risk; 

4.2. Improving security of information holdings, such as avoiding issues created 
by use of manual tracing registers. Manual registers have a number of 
potential issues, such as accuracy/legibility of handwritten information, parties 
sharing a pen (possible risk of infection), and the risk of personal information 
being disclosed to unauthorised staff or other customers as the material is 
visible on a page, rather than ‘hidden’ in electronic format. Use of secure API 
transmission of electronically maintained records (in either a Digital Diary or 
Register) could enhance the privacy of these information collections; and 

4.3. Creating an additional contact avenue for otherwise unknown contacts at a 
common Exposure Event (such as public transport). The CTIP will provide a 
secure, swift and efficient mechanism to transfer information previously not 
readily available to Contact Tracers. 

5. The intention of the CTIP project is that Contact Tracers will be able to use the CTIP 
application to generate targeted information to support the national case management of 
positive Cases and Close Contacts.  
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6. In the August 2020 community outbreak, multiple methods were used to try and locate 
potential Close Contacts and notify them of potential exposure to COVID-19. Activities 
included: 

6.1. media communication of specific places, or transport journeys, where Consumers 
may have been in contact with a person who had been infected with COVID-19 at 
the time; and 

6.2. contacting transport providers to identify travellers who may have been exposed.  

7. The COVID-19 Technology Integration Product (CTIP) comprises the Amazon Web 
Service (AWS) – COVID Integration Hub and secure Application Processing Interfaces 
(APIs). The CTIP will enable CTIP Partner Vendor Solutions to share contact and 
location information, via the CTIP, with the NCTS Contact Tracers. 

7.1. The points of CTIP contact with the NCTS, and with CTIP Partner Vendor Solutions 
are described in Appendix One of this Assessment. 

7.2. In each case, information collected will relate only to situations where a positive 
case of COVID-19 has been identified, the information to be made available by CTIP 
Partner Vendor Solutions will be for the purposes of locating Close Contacts, or a 
Consumer responds to a Call Back request. 

8. Prior to a Vendor being approved to become a CTIP Partner (whereby the Vendor is 
authorised to connect the Vendor Solution to CTIP) they must complete the Certification 
process. 

Contact Tracing – the Health Act 
9. The Health Act provides in Part 3A for management of infectious disease, and Subpart 5 

contains the provisions related to Contact Tracing. 

10. The purposes for Contact Tracing set out in section 92ZY of the Health Act are 
consistent with the basis for the CTIP collection of information. These are: 

10.1. To identify confirmed and probable cases to enable case management (to 
identify the source of the infectious disease or suspected infectious disease – 
s92ZY(a)); 

10.2. To identify and contact Close Contacts (to make the contacts aware that they 
too may be infected, thereby encouraging them to seek testing and treatment 
if necessary – s92ZY(b)); and 

10.3. To limit the transmission of the infectious disease or suspected infectious 
disease (s92ZY(c)). 

11. Contact Tracers also have the ability under section 92ZZF to approach third parties to 
require that they provide the Contact Tracer with the names and addresses of the 
contacts of a case, if known to them. Under section 92ZZF the individuals from whom 



 

Page 13 of 57 
 

such a request can be made, for the effective management of infectious disease, 
include: 

11.1. The employer of the Case; 

11.2. An educational institution attended by the Case; 

11.3. Any business or other organisation that the Case has dealt with; or  

11.4. An event coordinator or other person likely to have a list of persons attending 
an event. 

12. There may be some instances where the nature of the information holdings may not fit 
directly within the wording of section 92ZZF9. This will be reviewed for each CTIP Partner 
during the Certification Process to identify if the Contact Tracers will make the request 
for information under s92ZZF or the serious threat to public health or safety exception. 
To support the lawful justification of collection of this information by Contact Tracers, in 
each case the underlying privacy documentation of each CTIP Partner is required to 
explain that such disclosure might occur, and such disclosure is then directly related to 
the purposes for collection. 

CTIP Processes 
13. The CTIP will have three APIs to perform different functions.  

13.1. One will enable Exposure Event Notifications to be sent by Contact Tracers 
from the NCTS, via the CTIP, to Consumer, or authorised Vendor recipients. 
A Notification message may include a Call Back feature10.  

13.2. The second will enable Digital Diary information to be uploaded via the CTIP 
to the NCTS, after the Consumer chooses to Upload the information following 
a request by a Contact Tracer. 

13.3. The third will enable Register information relevant to a notified Exposure 
Event to be uploaded via the CTIP to the NCTS, provided there is a 
Consumer authorisation process in place, and / or a Contact Tracer request 
has been made to the Location Manager under section 92ZZF, or serious 
threat is applicable. 

Different types of API 

 
 

9 Essentially, under s92ZZF, a Contact Tracer can ask a location manager (who is an employer of a Case, an educational 
institute the Case attends, a business or organisation the Case has dealt with, or is a person who is likely to have a list of 
persons attending an ‘event’) for the names and addresses of the contacts known to the location manager. Presumably if the 
information holdings available to the location manager disclose the details of the ‘contact’ this information will fit within the 
‘known to’ requirement. It is not clear, if the information holdings are centrally held by a CTIP Partner who is not a location 
manager, whether s92ZZF will apply on its wording. This request may need to be made under the ‘serious threat’ exception. 
10 This is the ability for Contact Tracers to add a specific message in a Notification where it is considered a higher risk 
Exposure Event (lower risk Notifications will not receive the Call Back option). If a Consumer wishes to submit their name and 
contact details on the Call Back feature a Contact Tracer will be able contact them on the number provided by the Consumer. 
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Data Flows 
The following diagram shows the expected information flows:
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14. The green boxes in the lower left show the new use case interactions and the 
components of the CTIP Hub. The Contact Tracing Developer Documentation will be 
stored in the lowest green box – and available to developers to identify the latest 
standards and requirements that must be met. This will include the Certification Process 
requirements. These will be made available on the Ministry website once finalised. 

15. The Exposure Event Notifications that flow out from the NCTS (as authorised by the 
Contact Tracers) are shown in blue (flow 1). These signal the existing Covid Tracer App 
pathway (boxes in pink) and the proposed new Notification process via the CTIP Hub to 
the API for the CTIP Partner with a Digital Diary product, and to the CTIP Partner 
Register server (which may not receive Notifications in all instances – this will be 
determined during the Certification Process). 

16. The options for upload are signalled in red (flow 2) for the Consumer user, and orange 
(flow 3) for the Register scenario (the Location Manager will control the information 
upload in the Register scenario). Each of the upload options will be initiated by the 
Contact Tracer contacting the Consumer or the Location Manager and providing a 
unique one time password to allow the upload to occur, so the information can be 
identified when the information is received into the NCTS environment. 

17. In addition, there is a Call Back option that can be included by the Contact Tracers in a 
Notification. The yellow arrow above (flow 5) shows the information flow for those 
Consumers who choose to respond to request a Call Back when this is provided in a 
Notification.  

18. Appendices Two to Four of this Privacy Impact Assessment contain additional 
information in relation to the use cases. 

Information distributed 
19. In the case of the Notification processes no personally identifiable information will be 

included directly in the alert messages sent. 

20. The Consumer Digital Diary Notification case will be aligned to the process already in 
place with the COVID Tracer App11.  

20.1. The Digital Diary option is for mobile applications where information is stored 
locally on the device and is not transmitted to a central data repository. 

20.2. A Notification will be sent to the Consumer’s device. This message will transit 
the CTIP hub to the Vendor server, and then be distributed to linked 
Consumer devices. If the Consumer holds a matching Location and time on 
their device, the device screen will display a message relevant to the potential 
contact, with some limited advice to that individual Consumer.  

21. Notification to a Register user will be aligned to the processes set out in Appendix Three. 

 
11 COVID TRACER APP PIA (this can be found on the Ministry of Health website in the ‘Privacy and security for NZ COVID 
Tracer’ section) 
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Information Collected – Uploads 
22. The CTIP API Integrations confirms the intent that any data collection should be 

minimised as much as possible. ‘…the Ministry will not create a central database of the 
public’s movements and close contacts. This information would only be collected from 
people who have, for example, tested positive, are a suspected close contact, or a 
suspected casual contact.’12 

23. The upload process (sending information via the CTIP to the NCTS) will involve a 
‘collection’ of information about Consumers. This will include the name and contact 
details in the case of a Call Back request by a Consumer after receiving a Notification. 
The other two ‘collection’ scenarios (Digital Diary or Register uploads) will be in response 
to a Consumer becoming a Case (for the Digital Diary upload) or an identified Exposure 
Event (for the Register upload) (ie someone who has tested positive for COVID-19 was 
at a Location (on a specified date and time) and there may have been exposure for 
Close Contacts).  

24. The upload response may be one of the following: 

24.1. A response to a Call Back included in a Notification. This is at the option of 
the Consumer. If the Consumer chooses to respond they will enter their name 
and contact phone number into their device.  

24.1.1. The information will transit the Call Back API and be 
incorporated into the NCTS call back queue, so a Contact 
Tracer can contact that Consumer to discuss the Exposure 
Event where the Consumer may have been exposed to 
COVID-19. 

24.1.2. A Contact Tracer will then be able to identify the Consumer, 
and the correct Exposure Event and make contact to discuss 
their situation in relation to the Exposure Event. 

24.2. The upload of a Consumer’s Digital Diary – or not, at the Consumers choice, 
when they are identified as a Case; or  

24.3. Upload of a Register extract by a Location Manager, (noting the CTIP Partner 
may also be a Location Manager if the information in question is about a 
Location they are responsible for).  

24.3.1. This information will detail potential Close Contact interactions 
within the Exposure Event ‘window’ of time and location 
specified by the Contact Tracer.  

24.3.2. That upload must be part of the Consumer expectations 
associated with the Register use, and will be supported by a 

 
12 Section 2.3 of the COVID-19 Technology Integration Product Proof of Concept API Integrations Version 1.0 8 July 2020 
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request from a Contact Tracer under either s92ZZF or the 
serious treat requirements. 

24.3.3. The upload process will be initiated by the Contact Tracer in 
direct contact with the Location Manager (who will then 
authorise the release with the one time password provided by 
the Contact Tracer). 

25. The ‘upload’ process will involve personally identifiable information collected onto the 
NCTS via the CTIP. For the uploads this will include the following (based on the 
understanding that only ‘necessary’ information will be uploaded): 

Information Field* 

*All of the following information fields will be 
uploaded if the device or register holds the 
information (subject to settings that will limit the 
information collection to the relevant time periods 
or Exposure Events)  

Purpose for collection 

Digital Diary (this will relate to the Location check-ins or manual entries for a Case who agrees to upload 
their Digital Diary). Information is only transmitted to NCTS (via the CTIP) with consent of the Consumer. 
The time frame of data uploaded will be set after clinical advice – it is currently up to 60 days maximum. 

One time password  To link the upload to the relevant NCTS Case file 

If held on the App on the device: information about 
the Consumer including first, middle and last 
names and date of birth 

To confirm identity of Consumer 

All recorded Location check-ins within the specified 
time period 

 This will include the GLN for each location 
(and contact details of the relevant 
location) 

 If Location does not have a recognised 
GLN then other business identification and 
contact details will be collected where 
available 

To identify Locations where other Consumers may 
have been exposed to the Case (or other 
Consumers if recorded in the Manual entries) 

Contact details for those GLN Locations (or other 
identified Locations) would be identified so Contact 
Tracers could make contact and identify other 
possible Contacts with the Case 

The time the Consumer checked in to the Location 
and the time the Consumer checked out of the 
Location (the check out time is optional) 

To assist in identifying the Exposure Event time 
frame during which the Consumer may have been 
in contact with the Case 

Free text comments made by the Consumer These comments will be reviewed for discussion 
with the Consumer by the Contact Tracer to identify 
additional potential contacts of the Case or 
Locations visited 

Register Upload (will relate to dates for the start and end times of the Exposure Event at a specific 
Location where a CTIP compatible Register was in operation) 

One time password To link the upload to the relevant NCTS Case file 

Name of the Consumer who visited the Location To identify the Consumer so the Contact Tracer 
can make contact 
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The time the Consumer checked in to the Location 
and the time the Consumer checked out of the 
location (the check out time is optional) 

To assist in identifying the Exposure Event time 
frame during which the Consumer may have been 
in contact with the Case 

Either the phone number or an email address for 
the Consumer 

To provide a contact method by which the Contact 
Tracer can contact the Consumer 

26. Digital Diary information and Register information Uploaded via the CTIP APIs will transit 
the CTIP and be passed to the NCTS via a ‘gateway’ that will enable the uploaded 
information to be stored against the relevant Case record in NCTS. As each Upload is 
assigned a unique one time password by the Contact Tracers they are able to identify 
the relevant information upload within the NCTS environment. 

27. Register use cases will enable matching of the ‘Register’ held for a ‘Location’ (such as a 
workplace, or a bus travelling a set route) against a set date / time window to identify 
individuals present (the Close Contacts). 

27.1. Contact will be made with the organisations maintaining a CTIP connected 
Register, individually by Contact Tracers to obtain a specific and identifiable 
dataset held by those organisations. This is consistent with the ability of 
Contact Tracers to make a request for Close Contacts under s92ZZF of the 
Health Act. 

27.2. The information requested will be directly related to a Case13, at a specific 
location (including a vehicle such as a bus, with a GLN) on a date and time 
that is designed to cover the relevant Exposure Event time frame. It is to be 
limited to the information ‘necessary’ for the Contact Tracer purposes to 
identify potential Close Contacts.  

27.3. A one time password (OTP) will be provided by the Contact Tracer to the 
Vendor to enable the relevant information to be forwarded electronically to the 
Contact Tracer via the CTIP to the NCTS. 

28. If an error occurs in the upload process, the CTIP processes will now enable a ‘readable’ 
message to be sent as an error message from the NCTS API. This will enable a 
Consumer to more easily identify what needs to be fixed to enable the upload to be 
completed. 

Use of Information: Data Storage, Retention and Access 
Use of Information 

29. The use of the information collected via the CTIP is directly related to contact tracing 
processes, specifically identifying and contacting Close Contacts.  

30. Data Standards and specifications that have application to CTIP include: 

 
13 Without identifying who the Case is – only the GLN and time frame for the Exposure Event will be advised 
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30.1. Covid-19 Contact Tracing Data Standard HISO 10085:2020 Draft standard 
published 21 May 2020 (Contact Tracing Data Standard). 

30.2. Covid-19 Contact Tracing QR Code Specification – Data format and 
implementation specification published 21 May 2020 (QR Code 
Specification). This relates to the QR Codes used to identify Locations. 

30.3. Covid-19 Contact Tracing Integration Specification. 

CTIP Security 

31. No personally identifiable information will be stored on the CTIP. Uploaded information 
will be encrypted in transit via the CTIP, and will be encrypted in storage within the 
NCTS environment. 

32. A cache of Exposure Events will be held, until the CTIP connected CTI Partner system 
has retrieved them. This Exposure Event information is not identifiable to a person, and 
is typically also published publicly on the Ministry of Health website. 

33. Prior to implementation the CTIP underwent an independent security review by an All of 
Government approved supplier. Any changes of significance in future will also be 
reviewed and findings from any such review will be remediated where appropriate, prior 
to deployment of that changed feature. Future significant API releases or CTIP 
application updates will also be independently assessed to the same standards. 

34. The CTIP is hosted on Amazon Web Services (AWS) with two availability zones in the 
ap-southeast-2 (Sydney) region. This is a Ministry-owned sub-tenancy of the main 
Ministry of Health AWS tenancy, which enforces a number of security, audit, and policy 
controls. 

35. Data stored within AWS is encrypted. The Ministry controls access to the encryption 
keys and the data. Security and authorisation tokens will be used for API and NCTS 
communication. 

NCTS Security 

36. The NCTS Upload destination is the already-established National Contact Tracing 
Solution database and is subject to existing storage, access and retention requirements. 

37. Full details of the data access and controls in place for NCTS are covered in a separate 
Privacy Impact Assessment for the NCTS. In summary: 

37.1. The NCTS is made up of a number of components, including a rules engine, 
integration and AWS capability. Salesforce Service Cloud (Service Cloud) is 
the Salesforce customer service and case management Software as a 
Service platform. Service Cloud provides the core platform that supports all 
core capabilities of the NCTS.  

37.2. The Salesforce Service Cloud instance is served from Amazon Web Services 
(AWS) Cloud infrastructure based in Sydney, Australia. 



 

Page 20 of 57 
 

37.3. Information stored in the NCTS is covered by the NSS Data Policy, this aligns 
with the relevant HISO standards, including HISO 10029:2015 Health 
Information Security Framework, and the New Zealand Information Security 
Manual.  

NCTS Retention  

38. Identifiable Information is not retained in the CTIP application. The only information that 
may be held on the CTIP application will relate to Notifications set by the Contact 
Tracers. These will contain information equivalent to that entered onto the Ministry 
website as notification of potential Exposure Event. 

39. Information that transits the CTIP APIs and is sent to the NCTS will be securely stored 
under the following retention requirements in the NCTS: 

39.1. Digital Diary data and Register data uploaded will be retained in a secure 
location within the NCTS Salesforce platform (as a Case linked object – 
essentially a list that can be queried by the Contact Tracers) but will not be 
transferred into a NCTS case record unless a Contact Tracer determines it is 
relevant to an Exposure Event or Contact.  

39.2. Contact information extracted by a Contact Tracer from CTIP information 
submitted will be added to an NCTS case record only after confirmation with 
the Consumer concerned. 

39.3. Any information, including Location Information, not transferred into an 
Exposure Event or Contact record will be securely deleted on a regular basis 
(within six months of submission to the NCTS). 

39.4. Identifiable Consumer information recorded in the NCTS will relate to one of 
the following categories: 

 Related to an individual who has, or is a probable case of, COVID-19 (an 
NCTS case record) which is stored in the NCTS as part of the pandemic 
case management system; or 

 Related to an individual who is identified as a Close Contact or a casual 
contact, within the exposure ‘window’ set by the Contact Tracers. 

39.5. Information retention policies are fully detailed in the NCTS Privacy Impact 
Assessment, but in summary: 

Information to be deleted within six months of collection: data that is not used as part of 
active Contract Tracing  

Digital Diary and Register details uploaded to NCTS via the CTIP that are not incorporated into a 
NCTS case file as an Exposure Event or potential Contact.  

Retained for two years post creation of the record 

Any tracking and auditing information of User access within the NCTS. 
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Retained for the duration of the pandemic (until the COVID-19 Public Health Response Act 
2020 is repealed) 

Close Contact and Exposure event files – incorporating CTIP details, where the Consumer does not 
go on to develop COVID-19 

Retained as a ‘health record’ for minimum of 10 years 

Case records for confirmed cases that are a record of the disease (these are not clinical treatment 
records but are considered health records). These records will include the individual case name, 
identification and contact details, NHI, test result, daily check in records (record of the disease), 
Exposure Events and Close Contacts. 

These records will also be retained for a probable case that becomes symptomatic. 

It will be important to also retain a master record of the disease, which may need to be separately 
held after the end of the pandemic (this may need to be used for future immunisation, or location of 
those individuals known to have been infected if it is identified there may be additional health 
treatment repercussions in future). 

Research and planning 

Non-identifiable (or de-identified) information may be retained, to be used for purposes related to the 
public health response to COVID for as long as that information remains relevant for those purposes. 
Ideally a non-identifiable dataset for epidemiological data will be retained, which would include 
exposure event and close contact information to enable effective management of infectious disease 
as contemplated by the Health Act Part 3A. 

 

Statistical Information 

40. Statistical information collected about the use of the CTIP will be accessible to relevant 
Ministry staff and its suppliers, in order to make decisions about the features and 
functionality of CTIP. This information does not identify any individual Consumer, nor will 
Consumer personal information be accessible in this way. 

41. Statistical information will include the number of: 

41.1. Exposure event notifications sent 

41.2. Digital diary uploads received 

41.3. Digital diary upload lines received 

41.4. Register uploads received 

41.5. Register upload lines received 

Governance 
42. Governance of the programme, and therefore the collection, management, authorised 

use and deletion of information, has a number of components to manage and maintain 
oversight of information arising from the CCTA processes: 

42.1. Each change of significance will be subject to Privacy Impact Assessment. 
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42.2. The Senior Responsible Officer for Data and Digital’s COVID-19 response 
can direct the programme, and therefore influence privacy practice. 

42.3. The Data Governance Group as a forum to raise privacy related questions.  

43. Additional governance support of the CTIP programme will be developed as part of the 
Certification Process the Ministry is working on. This support will be provided in the form 
of operational controls, and enable CTIP Partners to evidence appropriate requirements 
have been achieved. 
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Section Three - Privacy Analysis 

The Ministry has endeavoured to balance strong Consumer interests in privacy and autonomy with the potential for provision of additional 
identifiable Contact information to support of the Contact Tracing COVID-19 pandemic response. The CTIP will enable the amalgamation of 
relevant personal and contact information for Contact Tracing related purposes. Each contributing CTIP Partner will have a collection of 
Location or personal interactions that may assist to identify Close Contacts of a case of COVID-19. 

The Ministry remains aware of the importance of Consumer trust, and has endeavoured to manage the balance of interests by: 

 limiting the occasions on which information is sought to those where there is an actual risk of Contacts being in proximity to a Case. It is 
the expressed intention of the Ministry to only collect information via the CTIP when ‘necessary’: ‘…the Ministry will not create a central 
database of the public’s movements and close contacts. This information would only be collected from people who have, for example, 
tested positive, are a suspected close contact, or a suspected casual contact’. The method by which the ‘necessity’ is determined is 
driven by the Contact Tracers, who decide whether it is appropriate for Digital Diary details to be requested, or when a notification to 
those who may have been at a location is required.  

 requiring each CTIP Partner to meet certain requirements, in a Certification Process. It will be a requirement that each CTIP Partner 
establish that the use of the information they will supply to CTIP (when necessary) is consistent with the expectations of the Consumers 
whose information is involved. CTIP Partners will be required to meet the rule 3 collection processes before becoming authorised CTIP 
users, to ensure that Consumers they represent are informed about the potential CTIP use of their information. 

 Conducting Privacy Analysis, commencing with the proof of concept stage of the development, and progressing during the development 
of the CTIP programme to enable consideration of relevant privacy and security issues at an early point in the ongoing development of 
the CTIP. 

The Ministry has conducted its analysis under the Health Information Privacy Code as the information is ultimately about individuals who may 
test positive for COVID-19, are a probable case of COVID-19, or may be a Close Contact of a person with COVID-19. Under clause 4(1)(e) it is 
considered that this could be information about an ‘individual which is collected before or in the course of, and incidental to, the provision of any 
health service or disability service to that individual’. The Ministry has therefore chosen to analyse the high standards associated with health 
information in the HIPC for the purposes of this Privacy Impact Assessment. 
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Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
1 

Purpose of 
collection of 
health 
information 

- Only collect 
health 
information if 
you really need 
it 

The purpose of collecting 
information via CTIP upload 
processes is to assist with 
Contact Tracing activities as 
part of the COVID-19 
pandemic response. This 
includes the purposes set 
out in s92ZY of the Health 
Act: 

 identifying the source 
of the infectious 
disease 

 making contacts 
aware that they too 
may be infected, 
encouraging them to 
seek testing and 
treatment if 
necessary; and 

 limiting the 
transmission of 
COVID-19 

Identifiable information is 
required to meet these 
purposes. The type of 
information being 
contemplated for collection 
under the CCTA is aligned 
with that addressed under 
Part 3A of the Health Act, 

The Notification processes via the CTIP 
are not a collection of information, but 
are aligned to the purpose of enabling 
Consumers to be made aware that they 
may have been in Contact with a Case, 
and providing appropriate advice to 
help them keep themselves and others 
safe. 

Purpose 

Collection via CTIP upload of this 
Digital Diary Contact and Location 
information related to a positive 
COVID case is for the lawful purposes 
of the COVID-19 pandemic response. 
This involves Contact Tracers 
obtaining information from Cases 
about potential Contacts of COVID-19 
positive individuals. This includes: 

 identifying Locations where an 
Exposure Event may have 
occurred (if the individual has 
chosen to opt in to the 
Location-related recording 
facilities on their App of choice); 
or 

 identifying potential Close 
Contacts using Digital Diary 
entries as a prompt. 

The Digital Diary information can be 
used as a memory aid to Consumers 
(if they choose not to upload it) or as 
an uploaded list of information to help 
the Contact Tracer to identify 
Locations, and therefore potential 
Close Contacts. 

Necessary 

Purpose 

Collection of Register Contact and 
Location information is for the 
lawful purposes of the COVID-19 
pandemic response. This involves 
Contact Tracing to identify 
individuals who may have been 
present at an Exposure Event, and 
who are therefore contacts. 

Contact Tracers will make contact 
with the relevant Location 
Manager who will be either: 

 the CTIP Partner (if the 
Register relates to a 
Location where the 
Exposure Event occurred 
and they are the Location 
Manager) or  

 the relevant Location 
Manager if a Vendor 
Solution relates to multiple 
Locations.  

The Contact Tracer will request 
the provision of potential Contacts 
who had been at the Location 
during the relevant Exposure 
Event window of time. This will be 

Low 
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subpart 5 – Contact Tracing. 
In the case of a Register 
upload this will be based on 
either a direct request under 
section 92ZZF from a 
Contact Tracer, or the 
exception as a serious 
threat to public health or 
safety (if that has been 
identified as applicable 
during the CTIP Certification 
Process). This will also be 
supported by the Privacy 
Statements the CTIP 
partners make available to 
the Consumers using their 
products (making the 
collection of the information 
for this purpose of release to 
Contact Tracers where 
required). 

The Digital Diary collection 
will not be under those 
powers but will be a 
collection on a voluntary 
basis of the range of 
information authorised under 
the Contact Tracing 
provisions. 

Contact Tracing involves 
‘ascertaining the identity’ of 
each of the Case’s contacts 
– s92ZZ(a). 

Location information (place, 
date and time) is aligned to 
the information a Contact 
Tracer may require under 
Health Act clause 92ZZC(3) 
if an individual has, or is a 

The Location and Digital Diary data is 
necessary for Contact Tracing 
purposes to enable Consumers to 
more easily recall events where the 
Consumer may have interacted with 
Close Contacts, or Locations where 
Close Contacts may have 
congregated, and to support Exposure 
Event Notifications.  

Limiting collection of data fields: Part 
of the Certification Process 
requirements will be to set a maximum 
dataset that may be collected – only 
those fields determined as relevant 
and necessary (in consultation with 
the Contact Tracers) will be 
incorporated into the CTIP collection 
process. This will assist to minimise 
the amount of information collected. 

Time limitations: A cap of a maximum 
of 60 days-worth of Digital Diary 
records is part of the CTIP Digital 
Diary Certification Process 
requirements. This equates to four 
cycles of COVID-19. This timeframe is 
to assist with identification of the 
source of an original infection (and 
has been determined by the Contact 
Tracing clinical team). No dataset 
longer than this timeframe is to be 
collected by the CTIP (although some 
Vendor Solutions may only retain 
records for a shorter time frame – and 
only that shorter period will then be 
collected). 

One potential challenge created by 
any free field text entries for the CTIP 
Partner Digital Diary product is that 
individuals can put as much 

using the process determined 
during the Certification Process.  

 This may be a direct 
request under section 
92ZZF where the ‘names 
and addresses of the 
contacts’ of the case are 
known to the Location 
Manager. 

 If the information holdings 
are centrally held by a CTIP 
Partner who is not a 
Location Manager, the 
request may need to be 
made under the ‘serious 
threat’ exception. 

 If the only contact details 
available on the Register 
are emails, then it is 
suggested that the serious 
threat exception be used to 
make the request as 
appropriate. 

Necessary 

It is noted that the Register upload 
will record Consumers (and their 
contact details) who were at a 
Location, or may have been in 
contact with a Case within a 
limited window. No information 
other than names and contact 
details for Consumers meeting that 
date and time frame would be 
included in the upload.  
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probable case of, COVID-
19, as being ‘information 
about the circumstances in 
which he or she believes 
that he or she contracted, or 
may have transmitted, the 
infectious disease’.  

Limiting data collection 
The Office of the Privacy 
Commissioner will be 
consulted prior to adding 
new development features 
to provide further assurance 
that only data aligned to 
these purposes is collected. 

Data Governance: The 
Ministry Data Governance 
Group will provide oversight 
of the use of the data to 
ensure that any proposed 
future use matches the 
purpose. 

information as they wish (up to the 
character limit) and are not 
constrained in the information they 
wish to include. Some individuals may 
put personal comments about 
themselves or others that they may 
not wish others to see. This could 
result in information not ‘necessary’ 
for the Contact Tracing purposes 
being collected (if it was Uploaded). 

There is however a significant 
mitigation feature is that the Digital 
Diary information will not leave the 
Consumer’s device for review by a 
Contact Tracer unless the Consumer 
chooses to Upload it in response to a 
Contact Tracer Request.  

Part of the Contact Tracer training will 
be to reinforce with the Consumer that 
it is optional to Upload the information 
(but that if the Consumer does choose 
to Upload, that all Digital Diary 
information – both scanned Location 
and manual entries - will be 
uploaded). 

Call Back feature: If the Consumer 
chooses to respond to a Call Back 
option (sent with a Notification) the 
information collected from them is 
limited to their name and contact 
phone number and the file will be 
linked to the Notification sent. This will 
include the relevant Location and 
Exposure Event.  

The ‘link’ detail is necessary for the 
Contact Tracer to be able to link the 
Consumers circumstances to the 
Event in question. It will have been 

The upload will also need to be 
limited to the relevant time period. 

It will be part of the Certification 
Process requirements that 
Vendors establish that these limits 
will apply to any upload of a 
Register. 
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considered a higher risk event or the 
Call Back option would not have been 
included. In these circumstances it is 
considered the minimum amount of 
information reasonably necessary is 
being collected to enable the Call 
Back feature to be acted on. 
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Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
2 

Source of 
information 

- Get it straight 
from the 
people 
concerned 

The CTIP process collects 
Digital Diary and Register 
information uploaded via 
CTIP Partner product 
integration tools. 

Compliance with Rule 2 can 
be achieved by collecting 
information directly from the 
individual Consumer, as with 
a Case / Contact Tracer 
discussion where the Case 
chooses to directly upload 
the Digital Diary. Even if the 
Consumer does not agree to 
Upload the information from 
their device it could be used 
as a reminder to the 
Consumer in their 
discussions with the Contact 
Tracer. 

Compliance can also occur 
if the Consumer authorises 
collection from someone 
else, having been made 
aware of the matters set out 
in Rule 3.  

 The Certification 
Process will be 
designed to require 
that before being 
approved as a CTIP 
Partner that each 
Vendor will have 

The collection of information to enable 
Contact Tracers to determine when to 
make a Notification, and what to 
include in the text, relates to the 
Contact Tracing processes. These are 
set out in the NCTS PIA, and not 
further addressed in this PIA. 

The CTIP Notification process itself 
does not collect information – it sends 
it.  

 The Notification process does 
not have an embedded call back 
option for Consumers to receive 
a call from Contact Tracers (in 
contrast, this is enabled in the 
COVID Tracer App – where the 
Ministry has developed this 
facility within that App design). 
This feature would have required 
identification details to be added 
as part of the call back – but will 
not be implemented at this stage 
into CTIP processes. 

 There is no automatic 
Notification response where the 
CTIP Partner will respond with 
an upload of key information 
related to a Notification. No 
uploads are to occur without an 
authorisation process consistent 
with Rule 3 collection processes. 
This is a Certification Process 

Most information collected via digital 
diary upload is collected with the 
authority of the individual concerned 
(they authorise the upload via the 
CTIP process via Rule 2(2)(a)).  

There may be instances where 
information about third parties is 
collected if individuals have recorded 
information about others in their 
manual digital diary entries. In those 
circumstances, information about the 
other individuals will be collected in 
reliance on rule 2(2)(d) – as 
compliance is not reasonably 
practicable. 

It is also consistent with the 
information that will be collected from 
a positive case about their contacts. 
Section 92ZZC(4) confirms a case 
may be required to provide the name, 
age, sex, address and other contact 
details of each contact. In addition 
Rule 2(2)(c) provides an exception 
where compliance would prejudice the 
health or safety of any individual – in 
this instance it is in the interests of the 
Close Contact to be contacted by a 
Contact Tracer and advised ‘that they 
too may be infected, encouraging 
them to seek testing and treatment if 
necessary’ in accordance with s92ZY 
of the Health Act.. 

Any Register upload by a CTIP 
Partner will be required to comply 
with Rule 3 collection processes – 
and confirm authorisation to Upload 
any identifiable information from 
Consumers (in accordance with Rule 
2(2)(a)). This will be part of the 
Certification Process. 

In addition, a request will be made 
under the authority of s92ZZF to a 
Location Manager (or under the 
serious threat exception if identified 
as appropriate during the Certification 
Process). 
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ensured that they 
have a Rule 3 
compliant collection / 
authorisation process 
for any upload activity 
they will undertake. 
This will be of 
particular importance 
to the Register 
upload. 

 It is not reasonably 
practicable for the 
Contact Tracers to 
identify Consumers 
listed on a Register 
when they are unable 
to identify who they 
are until the 
information is 
uploaded. 

requirement for any CTIP 
Partner. 

The addition of the Call Back feature in 
the Notification (if the Contact Tracers 
determine this is clinically appropriate) 
does provide an option for the 
Consumer to contribute their contact 
details directly to the NCTS so they can 
be called to discuss their case. The 
Call Back feature display will make it 
clear to the Consumer that it is their 
choice to seek a response and to 
submit their contact details for this to 
occur. They must fill in their name and 
contact details and choose to upload or 
no information will be returned via the 
Call Back API. 

If the Consumer does not respond to 
the Call Back option the Consumer will 
not be able to be identified as having 
received a Notification. 
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Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
3 

Collection of 
information 
from individual 

- Tell them 
what you’re 
going to do 
with it 

The Ministry of Health has developed an Information Statement (reference Appendix Six) that it will upload to the Ministry website in the CTIP section. 

This collection process requirement will be a key feature of the CTIP Partner Certification Process.  

In order to support trust in the Contact Tracing process all contributing components (including the CTIP) need to be carefully managed to ensure Consumer 
trust is established and maintained. Failure to do this may result in reduced cooperation by Consumers – which will be detrimental to Contact Tracing 
activities, and increase the risk of outbreaks not being promptly contained. 

The Certification Process will require each CTIP Partner to take all reasonable steps to ensure any Consumer involved in use of the CTIP contributing 
solution is aware that: 

 information is being collected,  
 the purpose of the collection (including the CTIP processes), 
 the intended use, and users of the information (including the information recipients –the NCTS) 
 the processes for access to and correction of information, 
 The retention periods that will apply 

The Consumers must also be made aware: 

 of the name and address of the collecting agency and the agency that will hold the information in the case of the upload processes (NCTS),  
 that the supply of the information to the CTIP is voluntary (including any consequences for the Consumer if the information is not provided)  

It can reasonably be assumed if a Consumer has opted in to use Vendor Solution features that explicitly include the CTIP Processes (or opted not to opt out 
when advised of the potential for their information to be used in CTIP processes) that the Consumer accepts the CTIP processes will apply to their 
information. 

If the supply of information becomes mandatory under section 92ZZC of the Health Act the Contact Tracers will engage with the affected consumers 
directly, outside of the CTIP process. 

Low 
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Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
4 

Manner of 
collection of 
information 

- Be considerate 
when you’re 
getting it 

The CTIP Partners must not collect personal information by unlawful, unfair or unreasonably intrusive means. The proposed processes will be reviewed as 
part of the Certification Process, and CTIP Partners requested to demonstrate compliance to the Ministry – particularly in relation to children or young 
persons. The Certification Process requirements include: 

 

For comparison, the Ministry has included the following in the Privacy and Security Statement: ‘If you are under 16 years old you may choose to use the 
NZ COVID Tracer app. Please note, however, that if it becomes necessary for a Contact Tracer to contact you they may need to ask your parent or 
guardian to provide any necessary information for you.’  

Any upload of a Digital Diary will only occur after a contact by a Contact Tracer. If information was uploaded as part of a Register and information about a 
young person was included it would be the responsibility of the Contact Tracer to manage the interaction when they made contact to discuss the matter 
with the young person. Information from under 16 year olds would be managed by Contact Tracers consistently with section 92ZZC(5) of the Health Act. 
This enables the Contact Tracer to seek any necessary information from a parent or guardian if the individual is under 16 years of age if that is considered 
appropriate. 
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Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
5 

Storage and 
security of 
information 

- Take care of it 
once you’ve 
got it 

Personal information is held 
and managed in accordance 
with the Privacy Act and 
Health Information Privacy 
Code. 

Each Vendor will be 
required to comply with 
Ministry prescribed security 
standards before becoming 
a CTIP Partner. 

Uploaded data will be held 
securely within the NCTS, 
within the strict controls 
applied to that solution. The 
NCTS operates on 
Salesforce Service Cloud on 
a secure AWS platform 
based in Sydney.  

The CTIP application will be 
required to pass the Ministry 
Certification and 
Authorisation Process as 
well as an independent 
security review before 
commencing operation. 

Prior to go live the CTIP completed Ministry Certification and Accreditation, which included an independent security and 
penetration test. 

The CTIP application is hosted using the secure Ministry Amazon tenancy, and will be subject to standard Government 
cloud environment controls.  

No information (other than Notifications) is stored in the CTIP. All information that transits the CTIP is encrypted in transit 
(the information is not held at rest within CTIP). 

Notifications sent do not include any personally identifiable information. All Locations are also published on the Ministry 
website (so the Notification information can be identified independently of the CTIP Notification)  

The NCTS security has been reviewed in the NCTS – Contact Tracing PIA This document is available on the Ministry 
website.  

The addition of the Call Back feature has been security reviewed. Controls to minimise submission of ‘useless’ information 
(information other than from a Consumer who is a potential Contact who has received a Notification) have been applied. A 
Consumer cannot access the Call Back API unless they have received a Notification. 
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Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
6 

Access to 
personal 
information 

- People can see 
their health 
information if 
they want to 

The Certification Process will require Vendors to demonstrate compliance with these rules in their Privacy Statement. Extracts are as below: 

 

 

 

The Ministry will not hold identifiable information in CTIP but it will hold uploaded information in the NCTS. The current Certification Process requires the 
CTIP Partner solution to include reference to what will happen to their information and who will collect and hold the information (and their contact details).  

 

Low 

Rule 
7 

Correction of 
information 

They can correct 
it if it’s wrong 
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Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
8 

Accuracy etc. of 
information to be 
checked before 
use 

- Make sure 
health 
information is 
correct before 
you use it 

Much of the information to 
be obtained by NCTS via 
the CTIP upload process will 
be unverified. It will be 
attached to an NCTS Case 
or Exposure Event file if 
uploaded. The format of the 
upload will however 
essentially be a list that 
must be reviewed and 
verified by the Contract 
Tracer – after direct 
communication with the 
Consumer concerned. 
Information will not be 
added to an NCTS 
Exposure Event or Contact 
file until that verification has 
taken place to establish the 
accuracy of the information. 

Ultimately, a balance has 
been struck (between 
accuracy and retention of 
consumer choice and 
privacy) that appears 
acceptable in the context of 
Contact Tracing activity. 
There are some steps 
provided by Contact Tracer 
involvement in particular that 
will assist in ensuring 
information is accurate and 
up to date prior to use. 

 

The Ministry does not have full control 
over allocation and use of the QR 
codes, which will be used to initiate 
Notifications. There are multiple 
processes to obtain the QR code, two 
of which are operated by the Ministry 
and these rely on information provided 
by the QR code requester. The Ministry 
does not control accuracy in the use of 
QR Codes by Locations (for example 
for a single organisation using one 
code for multiple Locations instead of a 
different code for each Location). In 
each case, however, the submitted 
NCTS Location information will be 
reviewed by a Contact Tracer who will 
ask further questions of the Consumer 
and verify the correct information (as 
far as is possible). 

There is also the challenge of over or 
under reporting of Exposure Events of 
Interest in terms of the number of 
Notifications generated. Too few (or too 
narrow an assessment of the Events to 
be included or the time frames to be 
applied), and those at risk will not 
receive a Notification. In contrast, too 
wide a range of events and times, and 
high levels of anxiety, and potentially 
needless self-isolation, could occur.  

The involvement of experienced 
clinicians in determining whether an 
Event has genuine risk of Exposure will 
help to limit these risks. A small 
number of authorised users with clinical 

The CTIP will have no control over the 
accuracy / completeness of the data 
Uploaded as a representation of a 
Consumers movements.  

Digital Diary information will be 
subject to the accuracy and 
completeness of the information 
provided by the Consumer. 
Consumers could choose not to 
provide all information. The Consumer 
may not scan all venues they 
attended, because they chose not to, 
they forgot or that venue did not 
display a QR Code. This also applies 
to manual Digital Diary entries  

It can be reasonably assumed that 
Consumers will provide details that 
are true and correct. In the event that 
it is not correct, or the information 
submitted becomes out of date, the 
information will be confirmed by the 
Contact Tracer with the relevant 
Consumer before further use.  

Information that is not verified by the 
Contact Tracer will not be moved into 
an Exposure Event or Contact file, 
and will be deleted from the NCTS file 
upload location within 6 months. 

The Call Back option that can be 
added to a Notification will enable a 
higher risk Exposure Event to be 
advised to Consumers and give them 
the opportunity to have direct contact 

Contact Tracer Review will be used 
to ensure the information uploaded 
as part of a Register is accurate and 
matches to the correct person before 
use (where possible – if contact 
details provided for a Consumer are 
incorrect, the Consumer may not be 
identifiable until the Consumer has 
been located by other means). The 
Contact Tracer will contact the list of 
individuals who were recorded in the 
upload file as being at a location 
during a target time frame – they can 
directly verify with them the accuracy 
of the information about them, 
including contact details and 
movements. 

Information that is not verified by the 
Contact Tracer will not be moved into 
an Exposure Event or Contact file, 
and will be deleted from the NCTS 
file upload location within 6 months. 

Error Handling messages will also be 
available for this feature. 
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expertise will make the final decision on 
what Exposure Events to notify. This 
will enable a nationally consistent 
application of clinical oversight to best 
meet the balance between under and 
over Notification. 

with Contact Tracing staff if they 
choose, to identify their personal 
circumstances in terms of the specific 
Event. This will enable the Consumers 
to get a more accurate analysis of the 
actual risk and the requirement to self-
isolate and be monitored as 
appropriate as they can discuss it with 
the Contact Tracer directly. 

Error Handling messages will now be 
made available to Vendor Solutions 
and may be passed through to 
Consumers, if necessary, in a ‘human 
readable’ format to enable 
understanding of what needs to be 
fixed for a successful transfer of the 
relevant information. 
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Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
9 

Retention of 
information 

- Get rid of it 
when you’re 
done with it 

This PIA does not address the 
retention of information by the 
CTIP Partners for their existing 
Vendor Solution, it only 
addresses the information that 
will be collected onto the NCTS 
via the CTIP. 

If information uploaded is 
incorporated into an Exposure 
Event record or Contact record 
by a Contact Tracer, then any 
uploaded information will be 
deleted at the end of the 
pandemic (noting however that 
aggregated and statistical 
information may be retained in 
a non-identifiable format to 
assist with public health 
research and analysis, and for 
future planning purposes).  

Uploaded Location data that is 
not considered by a Contact 
Tracer to be a potential 
Exposure Event, nor a potential 
Contact, will not be entered into 
the NCTS. The remaining 
upload information will be 
deleted from the uploaded file 
on a regular basis – currently 
deleting after 12 months. The 
help desk also operates a 
standard service to delete 
contact data on request (if no 

Notifications will persist  If the Digital Diary information has 
become part of the Consumer’s NCTS 
Case record it will then be subject to 
retention requirements within the 
NCTS.  

Once transferred to the NCTS any 
‘health record’ details for a Case will 
be stored in accordance with the 
Health (Retention of Information 
Retention) Regulations 1996.14 and 
Public Records Act. 

All other information will be deleted at 
the end of the pandemic 

 

If the Register information becomes 
part of an NCTS Case record it will 
then be subject to retention 
requirements within the NCTS.  

Once transferred to the NCTS any 
‘health record’ details for a Case will 
be stored in accordance with the 
Health (Retention of Information 
Retention) Regulations 1996. 

All other information will be deleted at 
the end of the pandemic 

 

 

 
14 http://www.legislation.govt.nz/regulation/public/1996/0343/latest/DLM225616.html 
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longer actively being 
investigated). 

 

Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
10 

Limits on use of 
information 

- Use it for the 
purpose you 
got it 

Consumer information uploaded via the CTIP will only be used for the NCTS related purposes of the COVID-19 pandemic response.  

The use of the Vendor applications may be for wider purposes than the CTIP purposes. Clear parameters must be placed around the CTIP use of 

information – and this must be conveyed in a clear and easy to understand manner to affected Consumers to avoid confusion. 

The Certification Process must require the CTIP Partners to clearly establish all purposes for which their solution information will be used, including CTIP 

uploads, and specifically detail these as part of their Rule 3 collection processes. 

It can reasonably be assumed if a Consumer has opted in to any of the CTIP Partner features (or opted not to opt out when advised of the potential for 
CTIP use) that the Consumer is in agreement with the proposed CTIP uses associated with those features. 

Data Governance will be an important feature of ensuring the potential for function creep is limited. This control will be directed at the NCTS use of the 
information, and this is already covered under the NCTS PIA. The Ministry does not have end-to-end control of some of the CTIP Partner processes, and 
their products may have been developed for purposes different to those solely focussed on NCTS related contact tracing. The Certification Processes 
however have applicable Terms of Use that will provide some control and oversight of CTIP Partner use of their product: 
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, 

 

Health Information 
Privacy Code Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
11 

Limits on 
disclosure of 
information 

- Only disclose it 
if you have 
good reason 

Consumer information received via CTIP upload will be disclosed by Contact Tracers only for use by the public health system in relation to the COVID-19 
pandemic response, for purposes related to Contact Tracing. This will be consistent with the required Rule 3 collection information. 

If relevant to a Consumer who has tested positive for (or is a probable case of) COVID-19, information uploaded via the CTIP processes may be 
incorporated into a Consumer’s NCTS case record. This will include contact details and relevant Digital Diary information provided.  

Any interactions following engagement with a Contact Tracer will be governed by the Health Act provisions related to Contact Tracing, and / or in a 
manner consistent with the Privacy Act, and are beyond the scope of the CTIP. 

The Data Governance Group will provide oversight of the use of the CTIP upload data to ensure that use matches the purpose 

Only those required to have access to the data for COVID-19 Contact Tracing related purposes will have access. This will be enforced by Ministry policy 
and subject to audit monitoring of logged access activity. 
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It is also noted that it is common practice for the Contact Tracing team to add Exposure Events to the Ministry website, so in the event a notification was 
received via the CTIP for a workplace or similar where it might be possible to identify who could have been a Case or a Contact that information will 
already be publicly available. 
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Health Information Privacy Code 
Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
12 

Disclosure of health 
information outside New 
Zealand 

There is no expectation of any disclosure of personal information from the CTIP Processes outside New Zealand (otherwise than for safe 
custody or processing in compliance with s11 of the Privacy Act 2020, due to the hosting sites being located in Australia). 
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Health Information Privacy Code 
Rules 

Solution Details and 
commentary 

 

Key Controls 

 Notification 

Key Controls 

 Digital Diary Upload 

Key Controls 

 Register Upload 

Residual 
risk 

Rule 
13 

Unique identifiers 

- Only assign unique 
identifiers where permitted 

The CTIP process will not use unique identifiers as part of its processes. 

A one time password (OTP) will be assigned by the NCTS. This will not be used other than for the upload and linking process of Digital Diary 
or Register information to link to the relevant Case or Exposure Event in the NCTS. 
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Appendix One – CTIP Application and APIs, and NCTS 

1. This Appendix addresses the following: 

 The CTIP Application 

 APIs enabling Notification and Upload Features 

 Interactions with the NCTS 

 Statistical and Analytical information 

CTIP Application 

2. The general plan for CTIP development with the initial three Vendors is set out in the 
following diagram: 

 

3. This shows the information flows between Vendor Solutions and the NCTS: 

 One flow originates with the NCTS (Exposure Event of Interest Notification API). 
This involves the Contract Tracer initiated Notification being sent from the NCTS 
through CTIP to the Vendors. These Notifications are distributed through the CTIP 
API for Exposure Event Notification to the Vendors supplying an App as part of the 
Vendor Product. 

 A Call Back feature will be available for inclusion in the Notification (where the 
Contact Tracer considers that clinically necessary). This enables a Consumer to opt 
in to responding to a Call Back request by sending their name and contact phone 
number via the Call Back API. This will securely send these details to the NCTS to 
be put in a queue for a return call from a Contact Tracer. 

 If there is a positive case who agrees to upload their Digital Diary in discussion with 
a Contact Tracer, once they submit the one-time password, the information will flow 
from the Vendor Solution through the CTIP Digital Diary API to the NCTS. 

 If there is a Register containing information related to an Exposure Event this will 
flow through the CTIP gateway to the NCTS if the Location Manager authorises that 
release with the one-time password provided by the Contact Tracer. 
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4. The MoH API Discovery Portal contains technical information about the CTIP and does 
not include any identifiable information. 

APIs enabling Notification and Upload Features 

5. The CTIP APIs provide the ability for systems to communicate with each other, subject to 
certain criteria. Information will transit CTIP APIs only when: 

 There is an identified Exposure event – where the NCTS will send a Notification 
communication to the Vendors via the CTIP API; or 

 A Case (or a Location Manager) authorises an upload of a Digital Diary or a Register 
after a request by a Contact Tracer; or 

 A recipient of a Notification requests a Call Back; or 

 An Error Handling message is sent to a Vendor Solution. 

6. The upload APIs are to be limited to only the supported information fields considered 
necessary to meet the Contact Tracing purposes, and time and Location criteria. 
Additional fields would not be able to be collected. 

Interactions with the NCTS 

 Exposure Event Notification 

7. The NCTS will have a feature (a button for ‘Escalate Exposure Event’) to enable a 
Contact Tracer to indicate that an Exposure Event may have created Close Contacts and 
therefore be appropriate for Notification via the CTIP. 

o The Notification content will be defined by the Contact Tracers when the 
Notification is created.  

o This will require individual review and clinical sign off before the Notification is 
released to the CTIP, for publication to Consumers as a Contact Alert (via either 
Digital Diary applications or via Register processes of a CTIP Partner).  

o The EEOI Notification will pass through the CTIP APIs to the CTIP Partner 
solution, and on to the Consumer via the use cases out lined in Appendix 
Three. 

Call Back 

8. A Consumer may respond to a Notification that includes a Call Back, by selecting the 
Call Back button within the screen displaying the Notification. If they choose to activate 
this option they will have a screen display where they can include their first and last 
name, contact number and contact notes (about suitable times for the Consumer to 
receive a call) into the App.  

9. The Call Back process will attach the event ID and Notification ID to the Consumer’s 
information returned to the NCTS via the CTIP Call Back API. This is linked so that the 
information accompanying the Call Back response can be attached to the correct file for 
contact tracer Call Back activity. 

10. The Contact Tracer will then call the Consumer using the contact details provided, and 
will manage the call in accordance with standard Contact Tracing processes.  
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 Uploaded Information 

11. The NCTS will receive and store information uploaded via the CTIP Digital Diary and 
Register APIs. The processes for upload are detailed in Appendices Four and Five. 

12. This information will be linked to the relevant NCTS Case record (the person who has 
tested positive) and where relevant, an Exposure Event associated with that Case. This 
will involve the Contact Tracers checking the uploaded information and verifying it before 
adding it to a Close Contact or Exposure Event entry. 

Statistical and Analytical Information 

13. All Activity and logging is captured in CloudWatch and CloudTrail which will be streamed 
directly into AWS ElasticSearch Service to enable API Monitoring and Alerting. 

14. A non-identifying analytics event may be recorded to help the Ministry measure the 
number of Notifications, and activated Call Back events (how many people opted to 
respond to a Call Back option).  

15. The Ministry will use server logs to provide usage and performance reporting of the 
CTIP. This includes monitoring for the number of exposure notifications delivered, Digital 
Diary uploads processed, and Register uploads processed. 

16. No personal information will be recorded in server logs. 

Error Messaging 

17. Standard errors are to be responded to with a client readable message, so that it will be 
easier to identify the cause of information not getting through to the NCTS API. The CTIP 
Partners are responsible for passing the error messages to the Consumers using their 
Vendor Solution. 

18. The message pathways will be as follows: 
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Appendix Two – CTIP Partner Certification Process 

1. Prior to authorisation for a Vendor to become a CTIP Partner (to authorise use of the 
CTIP by the relevant Vendor Solution) each Vendor will need to demonstrate that it can 
meet the requirements of the Certification Process.  

2. This Certification Process has been developed with the initial three CTIP Partners, and 
has been uploaded to the Ministry website. Key features of the Certification Process to 
include: 

 Terms of Use containing minimum Ministry mandated information technology and 
security terms. This will also provide for cancellation of the CTIP Partner status if 
specified events occur; 

 The Vendor application must meet specified Certification security requirements. 
Connectivity of the Vendor Solution to the CTIP application will be reviewed for each 
CTIP Partner. 

 Contact details for each CTIP Partner must be available for Contact Tracers and a 
process in place to provide the opportunity to make prompt and direct contact with 
the CTIP Partner or a Location Manager (as appropriate) for Contact Tracing related 
matters. 

3. Each Vendor will be required to demonstrate that it can meet Privacy Act / Health 
Information Privacy Code requirements including: 

 An appropriate information Collection Process.  

o Each Vendor must establish that its published Privacy Statement – and the 
collection process / sign up terms - will adequately inform Consumers in 
accordance with collection processes required by the Privacy Principles of the 
Privacy Act (or Health Information Privacy Code if applicable)15. The Ministry 
and the initial CTIP Partners may work together with a view to developing 
standardised Privacy Statement collection information that can be made 
available to subsequent Vendor applicants. 

 

o Each Vendor must identify any information it may hold in relation to a child or 
young person and confirm how it will comply with Rule 4 (fair and not intruding 
to an unreasonable extent on the personal affairs of that child or young 
person)16.  

 
15 This will include in particular the proposed use of the information, whether the supply of the information is voluntary (or 
mandatory for any aspect of a Register upload), reference to the potential recipient of the information (NCTS) and the process 
for access to and correction of information. 
16 Clarity would need to be provided about how the upload would be managed in relation to children and young persons if their 
information may be included in an upload, for example Snapper Green and Snapper School ID cards, or a child using a 
Snapper Red card. This should be clarified during the Certification Process to determine any appropriate restrictions on the 
information or the manner in which it is managed. There is provision in the Health Act at s92ZZC(5) for how Contact Tracers 
may require a parent or guardian to respond for the person under 16 years of age 



 

Page 46 of 57 
 

 

 The Vendor Solution Register upload process must follow a specific request from 
Contact Tracer. During the Certification Process the Ministry must analyse the 
information held by the Vendor Solution and identify if the Location Manager will be 
able to identify the name and address of contacts of the ‘case’ as required by 
section 92ZZF, and fits within one of the four roles set out in s92ZZF. Alternatively, it 
will be identified whether the Contact Tracers will make their request under the 
exception to the Health Information Privacy Code) where there is a serious threat to 
public health or safety exception. In each case the legal authority of the Contact 
Tracer to request the information will be supported by the CTIP Partner privacy 
statement that is to confirm the release to the Contact Tracers is one of the 
purposes for which the information was collected.  

 The relevant Location Manager(s) who may authorise the upload with the one time 
password provided by the Contact Tracer, will also be identified. 

 Upload Process: 

o The Vendor must demonstrate that any upload process will be appropriately 
authorised by the relevant Consumers. Digital Diary upload must always be 
authorised by Consumer choice, and Register uploads must be able to 
demonstrate appropriate authorisation17. 

o The Vendor must confirm only necessary information fields will be uploaded as 
part of the Digital Diary or Register upload process (as per datasets specified by 
the Ministry). It is important that each Vendor can demonstrate only ‘necessary’ 
information will be submitted for NCTS collection i.e. information related to the 
identified risk of exposure to a third party, and only during that period of 
potential exposure. 

o The Vendor must confirm that time frames for information uploaded will not 
exceed: 

 the previous 60 days for Digital Diary uploads (being the clinically 
determined period appropriate to signal the previous four cycles of COVID-
19); and 

 the specified time and date window specified by Contact Tracers for 
Register uploads (which will align to the potential risk of an Exposure 
Event).  

4. The Vendor must also demonstrate a process for access for Consumers to information 
held about them, and the ability to request correction (a Consumer edit feature within any 
Digital Diary is strongly recommended). 

  

 
17 Both in terms of the relevant authority request (section 92ZZF or the serious threat exception) and the process for the 
Location Manger authorisation signaled with the one-time password  
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Appendix Three– Use Case 1: Exposure Event Notification 

1. This Notification use case relates to targeted messaging to potential Consumer contacts 
who may have been at the same place around the same time as a person who has 
tested positive (but not who that person was, nor the location / time in question). 

2. If a Contact Tracer, through their investigation, determines a recorded Location (GLN) 
may be an Exposure Event, that recorded Location is added to the NCTS Case record. 
The Location could have been identified via the COVID Tracer App upload process, or 
via a CTIP upload process, but also in standard Contact Tracing unrelated to the App, 
where a compatible GLN Location is identified during discussions with a Case. 

3. Contact Tracers have identified that the NCTS Notification process of alerting potential 
‘casual contacts’ of an Exposure Event where they were present is useful to the Contact 
Tracing processes. Contact Tracers will be able to determine which Exposure Events are 
appropriate to send a Notification, and the message to be included (if any specific 
messaging is determined important). The Contact Tracers will determine the appropriate 
level of information to disclose based on the risk, and circumstances of the Exposure 
Event. 

4. Appropriate resources are included on a weblink contained in the Contact Alert 
Notification about the symptoms to look for, and what to do in the event the Consumer 
needs further assistance (including Healthline contact details). Consumers receiving a 
standard (or lower risk) Contact Alert will be requested to monitor their wellbeing and call 
Healthline if they have any concerns.  

5. The CTIP will not be able to identify which Consumers have received a Notification. 
Consumers are not required to identify themselves to Contact Tracers, nor to self-isolate. 
There is no ability for CTIP to independently track a Consumer’s movements. Each 
Consumer will therefore be put on notice to monitor any potential health changes. 

6. Consumers are not compelled to respond or take any particular action. They are instead 
able to monitor their own health and have a list of resources available if they become 
symptomatic.  

7. The new Call Back feature provides an option for Consumers to request a Call Back in 
relation to an Exposure Event that Contact Tracers have deemed high risk. 

Notifications to Digital Diaries: 

8. Messaging may be forwarded directly to Consumers who have CTIP compatible Digital 
Diaries (example Rippl): 

 

9. As with the COVID Tracer App notification process, this process will enable the 
Consumer to be provided with a message through their device / app if they have a 
matching GLN for the relevant data and time. 
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10. The messaging will indicate to the Consumer that they have potentially been exposed to 
COVID-19, and general advice about what action to take in response. 

Notification via a Register: 

11. There may be multiple options with the CTIP Register use cases, depending on the 
nature of the Vendor solution. During the Certification Process each Vendor Solution, 
and the processes associated with any proposed Notification, will be reviewed to ensure 
that any unique privacy requirements are identified. 

12. The Contact Tracer preference is that no notification from a centrally held Register be 
provided to: 

 The third party business owner associated with the Notification – the notification 
would relate to individuals who may have been present at that Location. The Contact 
Tracer expectation is that they will contact the business owner directly in the usual 
course of their processes - if a Case identifies they were at a Location when they 
were likely to be infectious. This enables the Contact Tracers to provide the relevant 
information about employees and their safety when they contact the business 
owner. 

 Consumers if email contact is the only communication method. The Contact Tracers 
will instead use the CTIP Partner upload process to identify lists of Consumers at a 
location and then contact them directly via the contact details uploaded – for 
example all of the passengers who recorded a transport event on a Snapper card 
that matches an Exposure Event, and had provided contact details to Snapper. 

13. The following diagrams show the Notification will be sent to the CTIP Partner, but not 
sent by the CTIP Partner to the related business or Consumers. 

14. The Notification process for the Register option will enable the CTIP Partner to be 
prepared for an upload authority to be received from a Location Manager, in the event 
the Contact Tracers request a Location Manager to upload the records.  

15. The Contact Tracer will make contact with the Location Manager (via the s92ZZF or 
serious threat avenue identified during the Certification Process), and provide them with 
the opportunity to upload the part of their Register related to the Exposure Event. A one-
time password would be provided, and the Location Manager would either enter that 
directly if it held the relevant Register information in its direct control, or provide OTP that 
to the CTIP Partner to action the upload process (further detailed in Appendix Five). 

16. The following process would apply to both the ‘SaferMe’ and Snapper Notification 
process: 
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17. Contact Tracers will control the process of identifying what Exposure Events are of 
sufficient risk that a Notification will be sent. The CTIP process will enable information 
matching that requested Exposure Event profile to be identified.  

18. If the CTIP APIs are used to upload information the Contact Tracers will use standard 
questioning processes to identify what the actual risk of exposure was in the case of 
each individual contact identified in the uploaded information, after discussions with each 
contact. 
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Appendix Four – Use Case 2: Consumer Digital Diary Upload 

1. This use case relates to individual Consumers, and the records they maintain of places 
they have been and people they have seen.  

2. The Digital Diary information could be stored either on the Consumers mobile device (as 
is the case with the COVID Tracer App) or stored on a centralised database. 

Upload Process 

3. The Digital Diary information is managed by the individual and they will maintain control 
over whether or not to consent to the recorded information being shared for contact 
tracing purposes. 

4. The Contact Tracer will contact a Case, and if they indicate they have a CTIP compatible 
Digital Diary, will invite them to upload it.  

5. If the Consumer agrees to upload the Digital Diary details they are given a one-time 
password (OTP) over the phone. This OTP will authenticate the upload request and 
allow the date to be linked to the correct case in the NCTS. 

6. The upload process will be as follows (example for Rippl): 

 

7. There is no ability for CTIP to independently track a Consumer’s movements, nor will the 
CTIP Partner be permitted to upload the Digital Diary without appropriate authorisation 
by the Consumer (driven by the OTP provided by the Contact Tracer). 
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Appendix Five – Use Case 3: Register Upload 

1. This use case relates to the Consumers who electronically ‘check-in’ to a location, or 
where Consumers can be matched electronically to a Location. The records are stored in 
a central database. This could include, for example: 

 a store recording information about visitors (an electronic version of a paper register) 

 an employer track of employees within a large workplace; or  

 a transport service which maintains records of travellers on that service (such as a 
bus). 

2. As part of a case investigation a Contact Tracer will investigate Locations of possible 
Exposure Events. They will make phone calls to responsible people at affected Locations 
for more information (usually a Location Manager). This could include, for example, 
requesting a copy of a visitor register for a particular time period if one is available18, or a 
request for details of passengers on a specific bus route. The information will be limited 
to the timeframes or locations necessary to identify potential contacts who may have 
been exposed to COVID-19. 

3. The Contact Tracer will directly contact the party holding the information, and, under 
section 92ZZF (or the serious threat exception) request information relevant to the 
Exposure Event be provided. 

4. It is part of the Certification Process that each CTIP Partner establish that the use of the 
information they will supply to CTIP, when necessary, will meet the requirements of the 
relevant information collection processes (as identified in the Certification Process), to 
ensure that Consumers they represent are fully informed about the potential use of their 
information. 

5. Using a GLN and time range relevant to the Exposure Event in question the CTIP 
Partner can search the Register records for matching records, or the Vendor Solution 
can be configured to identify the relevant information necessary to meet the criteria 
identified as necessary by the Contact Tracers. 

6. The party with the direct relationship to the Consumer group who was present at the 
Exposure Event (who could be the Location Manager CTIP Partner – if the information 
holdings are centrally held) will be responsible for enacting the upload process. This will 
be by use of the 6 digit one-time-password provided over the phone by the Contact 
Tracers, to send the relevant data to Contact Tracers electronically.  

7. Examples of Register Upload Process: 

  

 
18 Section 92ZZF authorises Contact Tracers to request information about names and addresses of a contact from any 
business or other organisation that the individual has dealt with if they are known to a person. If this provision does not apply 
then the request will be made under the serious threat to public health or safety exception. 
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Safer Me 

 

 

 The organisation may upload relevant contact and Location information in response 
a Contact Tracer request; or  

 a system to system request may be created advising the Exposure Event ‘window’. 

Snapper 
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Appendix Six – Draft Information Statement 

Covid-19 Technology Information 
Product (CTIP) Information Sheet 
All of us in New Zealand are facing the challenges of COVID-19 together. 

The Ministry of Health’s elimination strategy is a sustained approach to ‘keep it out, find it 
and stamp it out’. Contact tracing is a key part of this approach, and is designed to limit the 
transmission of COVID-19.  

The Ministry of Health provides the NZ COVID Tracer App to enable people to support 
contact tracing as they can keep a record of where they have been and who they have been 
in contact with. CTIP will enable people to contribute in the same way, with alternative apps 
or registers. This information will be used to support contact tracing activities if a person 
tests positive, or is suspected of having COVID-19, or may be a close contact of someone 
that has COVID-19. 

What is the purpose of CTIP? 

There are a number of other sources of information that could provide useful information to 
contact tracers to identify contacts of a person who has tested positive for COVID-19. The 
Ministry has created a secure platform that will support Certified CTIP Partners to contribute 
information from new sources such as contact tracing applications or transport services, 
where authorised to do so. 

Features available as part of CTIP processes (depending on the Certified Vendor product) 
include: 

 Upload feature: If a contact tracer makes contact with a person who has COVID-19 
and is using a Certified Vendor product, the person may choose to upload details 
they have recorded on that product to assist with contact tracing via the CTIP API. 
The contact tracer will provide a one-time-password if the person chooses to do this. 
A work place, other location or transport provider may also be contacted and choose 
to upload its relevant register records if a person with COVID-19 was at an identified 
location and could have been infectious at the time. 

 Location alert notification: Device users may receive a notification sent by contact 
tracers that they may have been in a location at the same time as a person who has 
tested positive to COVID-19. A notification can be provided if a device user scanned 
a Ministry-supported QR Code around the same time that a person who has tested 
positive to COVID-19 was at that location, or if they were included in a Register as 
being at a location at the same time a person who tested positive to COVID-19 was 
at that location. 

 Call Back feature: The Contact Tracers may add a Call Back option where this is 
available on the Certified Vendor product. This will allow the recipient to send a 
request (with their name and phone number) so that the Consumer can be called 
back to discuss their potential exposure. 
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The Certified CTIP Partners will identify which of those features are offered with their 
products. 

How are Certified Vendors identified? 

The Ministry has a Certification process which must be met to achieve Certified Vendor 
status. A summary of the requirements to be met can be found here. 

Current Certified Vendors include: 

 Rippl 
 Snapper 
 SaferMe (for those business users who have selected the contact tracing option) 

Other reference points: 

National Contact Tracing Services 

Privacy and Security for NZ COVID Tracer 

CTIP PIA 

How you can view or change your information 

To view any personal information held by the Ministry of Health about you, or if you have any 
concerns or questions about the personal information that we hold and wish to request a 
correction, please write to: 
 
The Privacy Officer 
Ministry of Health 
PO Box 5013 
Wellington 
 
Email: information@health.govt.nz 
 
We may require proof of your identity before being able to provide you with any personal 
information. 

If you want to know what information your Certified Vendor may hold about you please 
contact them directly. 

Who you can contact if I have a privacy concern 

If you have concerns about your privacy and CTIP, please contact us first using the contact 
details above. 

If you are not satisfied with our response to any privacy concerns, you can contact the Office 
of the Privacy Commissioner on https://privacy.org.nz/about-us/contact/  
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Appendix Seven - Glossary 

The following are definitions used in this Assessment: 

Terms Description, relationship and business rules 

API Application Programming Interface – a software intermediary that 
allows two applications to ‘talk’ to each other. 

AWS Amazon Web Services 

Case A case of a person who has had a positive laboratory test for 
COVID-19. Case definition of COVID-19 infection can be found 
here 

Call Back The process where a Notification includes an option for a 
Consumer to initiate a ‘Call Back’. The Consumer will populate 
their information in the App and the App submits that information 
via CTIP to the NCTS platform. This information will be linked to a 
‘Casual Contact’ in NCTS and a contact tracer will call the 
Consumer back to discuss the person’s circumstances. 

Casual Contact A Consumer who has been identified as having been in contact 
with a Case but who has not yet been identified as a Close 
Contact. 

CCTA Contact Tracing processes by use of a Mobile Application for 
supported iOS and Android smart phones (the NZ COVID Tracer 
mobile app), a Web Application (Website), and a Data Product 
(Product) collectively referred to as the COVID-19 Contact Tracing 
Application.  

Certification 
Process 

The process that a Vendor must satisfy before being able to 
become an authorised CTIP partner. Initial details of this process 
are described in Appendix Two. 

Close Contact This is any person who has been exposed to a suspect, confirmed 
or probable case of COVID-19 during the Case’s infectious period 
without appropriate personal protective equipment. The contact is 
more fully detailed on the Ministry website here: 
https://www.health.govt.nz/our-work/diseases-and-
conditions/covid-19-novel-coronavirus/covid-19-novel-coronavirus-
health-advice-general-public/contact-tracing-covid-19 

Consumer A user who participates in a Vendor Solution, or whose information 
is collected onto a Vendor Solution. 

Contact Alert The app feature that will alert the Consumer that a Notification has 
been received by their device signalling that they may have been in 
contact with a case of COVID-19. 

Contact Tracer An individual who is authorised to fulfil the role of contact tracer in 
accordance with section 92ZZA of the Health Act, and includes 
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Terms Description, relationship and business rules 

those assisting with finding and location services. All Contact 
Tracers are subject to an obligation of confidentiality. 

Contact Tracing This is the process used to find people who may have been 
exposed to an infectious disease. If a person is identified as a 
Close Contact of someone with COVID-19 they can expected to be 
contacted by a Contact Tracer, generally by telephone, from the 
National Close Contact Service operated by the Ministry of Health. 

CTIP Covid-19 Technology Integration Product 

CTIP Partner A Vendor authorised to connect the Vendor Solution to the CTIP 
on completion of the CTIP Partner Certification Process 

Digital Diary The information a Consumer chooses to record via their mobile 
device about their interactions and activities, including places they 
have visited or people they have been in contact with. This 
includes the scanned Location information. The Diary may be held 
on the Consumers own device or could be held centrally by the 
CTIP Partner. Any upload authorisation must be generated directly 
by the Consumer. 

EEOI Exposure Event of Interest 

EEOIN Exposure Event of Interest Notification 

Error Handling The client error message when an error is identified by the NCTS 
API. This will be standardised and returned to the Vendor in easy 
to understand text so that it can be understood and rectified 
promptly. 

Exposure Event A Location, and associated date and time range where there is 
potential for a potential Close Contact to have been exposed to 
COVID-19. This will be determined by a Contact Tracer. 

GLN Global Location Number. A unique identification of a specific 
location (which will include a specific branch of an organisation) 

Location The GLN recorded on the Consumer’s mobile device, which 
includes a date and time of scan, or a Location where a Register is 
held (this can include for example, a place or a method of 
transport). 

Location Manager The person in charge of a Location where a Vendor Solution is 
collecting information, who has functional control of that information 
and is able to authorise release of that information. 

NCTS The National Contact Tracing Solution is the secure technology 
solution to support national Contact Tracing activities. 

NCTS case record The NHI linked record that is stored on the NCTS which relates to 
an individual Consumer who is a positive or probable case.  
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Terms Description, relationship and business rules 

NHI The National Health Index number is the unique identifier assigned 
to every person who uses health and disability support services in 
New Zealand. 

Notification The notification to CTIP Partner Consumer devices or Registers 
which have an Exposure Event matching a Location recorded on 
that Consumer’s device. 

OTP One time password 

Privacy Statement A privacy ‘collection’ statement to be used by any CTIP Partner, 
which must be compliant with the Principle 3 collection process 
required under the Privacy Act. 

Register The Register maintained by a CTIP Partner recording the 
Consumers who have visited a specific place (or Location). 

Upload Information The Digital Diary information that a Consumer has recorded on 
their device and chooses to upload to the NCTS on request by a 
Contact Tracer. This will include scanned Location information and 
also manual entries. Upload or Uploading means the process of 
transfer of that Digital Diary information. 

Vendor The owner of a technology solution recording and managing 
information about the movements and / or contacts of Consumers 
that is compatible with the CTIP processes. 

Vendor Solution A potentially CTIP compatible technology solution 

 


